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Item 
No 
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No.s 

1.   Election of Chair and Vice Chair 
 

1 

2.   Declarations of Interest 
 

2 - 5 

3.   Minutes 
 

6 - 9 

4.   External Audit - 2020/21 Audit Plan 
 

10 - 41 

5.   Progress on 2019/20 External Audit Action Plan 
 

42 - 56 

6.   Counter Fraud Annual Report 
 

57 - 65 

7.   Internal audit annual report for 2020/21 
 

66 - 85 

8.   Internal audit plan and progress report for 2021/22 
 

86 - 104 

9.   Strategic Risk Register 
 

105 - 157 

10.   Report on Redmond review (to follow) 
 

 

11.   Exclusion of Press and Public 
 

158 

12.   Report on internal control risk (to follow) 
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AUDIT PANEL 
 

Report Title 
 

ELECTION OF CHAIR AND VICE CHAIR 

Key Decision 
 

  Item No.  1 
 

Ward 
 

 

Contributors 
 

CHIEF EXECUTIVE 

Class 
 

Part 1 Date: 23 June 2021 

 

 
Recommendation 
 
It is recommended that a Chair and Vice Chair of the Audit Panel be appointed for the 
municipal year 2021/22 

 
 

Page 1

Agenda Item 1



d:\moderngov\data\agendaitemdocs\9\3\3\ai00029339\$vq3mbm15.doc 

 

AUDIT PANEL 
 

Report Title 
 

DECLARATIONS OF INTEREST 

Key Decision 
 

  Item No. 2 
 

Ward 
 

 

Contributors 
 

Chief Executive 

Class 
 

Part 1  Date: 23 June 2021 

   

 
 
Members are asked to declare any personal interest they have in any item on the 
agenda. 
 
1 Personal interests 
 

There are three types of personal interest referred to in the Council’s Member 
Code of Conduct :-  

 
(1)  Disclosable pecuniary interests 
(2)  Other registerable interests 
(3)  Non-registerable interests 
 

 
2 Disclosable pecuniary interests are defined by regulation as:- 
 
(a) Employment, trade, profession or vocation of a relevant person* for profit or 

gain 
 
(b) Sponsorship –payment or provision of any other financial benefit (other than 

by the Council) within the 12 months prior to giving notice for inclusion in the 
register in respect of expenses incurred by you in carrying out duties as a 
member or towards your election expenses (including payment or financial 
benefit  from a Trade Union). 

 
(c)  Undischarged contracts between a relevant person* (or a firm in which they 

are a partner or a body corporate in which they are a director, or in the 
securities of which they have a beneficial interest) and the Council for goods, 
services or works. 

 
(d)  Beneficial interests in land in the borough. 
 
(e)  Licence to occupy land in the borough for one month or more. 
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(f)   Corporate tenancies – any tenancy, where to the member’s knowledge, the 
Council is landlord and the tenant is a firm in which the relevant person* is a 
partner, a body corporate in which they are a director, or in the securities of 
which they have a beneficial interest.   

 
(g)   Beneficial interest in securities of a body where:- 
 

(a)  that body to the member’s knowledge has a place of business or land 
in the borough; and  

 
 (b)  either 

(i) the total nominal value of the securities exceeds £25,000 or 1/100 of 
the total issued share capital of that body; or 

 
 (ii) if the share capital of that body is of more than one class, the total 

nominal value of the shares of any one class in which the relevant 
person* has a beneficial interest exceeds 1/100 of the total issued 
share capital of that class. 

 
*A relevant person is the member, their spouse or civil partner, or a person with 
whom they live as spouse or civil partner.  

 
(3)  Other registerable interests 

 
The Lewisham Member Code of Conduct requires members also to register 
the following interests:- 

 
(a) Membership or position of control or management in a body to which 

you were appointed or nominated by the Council 
 

(b) Any body exercising functions of a public nature or directed to 
charitable purposes, or whose principal purposes include the influence 
of public opinion or policy, including any political party 

 
(c) Any person from whom you have received a gift or hospitality with an 

estimated value of at least £25 
 
(4) Non registerable interests 

 
Occasions may arise when a matter under consideration would or would be 
likely to affect the wellbeing of a member, their family, friend or close 
associate more than it would affect the wellbeing of those in the local area 
generally, but which is not required to be registered in the Register of 
Members’ Interests (for example a matter concerning the closure of a school 
at which a Member’s child attends).  

 
 
(5)  Declaration and Impact of interest on member’s participation 
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 (a)  Where a member has any registerable interest in a matter and they are 
present at a meeting at which that matter is to be discussed, they must 
declare the nature of the interest at the earliest opportunity  and in any 
event before the matter is considered.  The declaration will be recorded 
in the minutes of the meeting. If the matter is a disclosable pecuniary 
interest the member must take not part in consideration of the matter 
and withdraw from the room before it is considered.  They must not 
seek improperly to influence the decision in any way. Failure to 
declare such an interest which has not already been entered in the 
Register of Members’ Interests, or participation where such an 
interest exists, is liable to prosecution and on conviction carries a 
fine of up to £5000  
 

 (b)  Where a member has a registerable interest which falls short of a 
disclosable pecuniary interest they must still declare the nature of the 
interest to the meeting at the earliest opportunity and in any event 
before the matter is considered, but they may stay in the room, 
participate in consideration of the matter and vote on it unless 
paragraph (c) below applies. 
 

(c) Where a member has a registerable interest which falls short of a 
disclosable pecuniary interest, the member must consider whether a 
reasonable member of the public in possession of the facts would think 
that their interest is so significant that it would be likely to impair the 
member’s judgement of the public interest.  If so, the member must 
withdraw and take no part in consideration of the matter nor seek to 
influence the outcome improperly. 

 
 (d)  If a non-registerable interest arises which affects the wellbeing of a 

member, their, family, friend or close associate more than it would 
affect those in the local area generally, then the provisions relating to 
the declarations of interest and withdrawal apply as if it were a 
registerable interest.   

 
(e) Decisions relating to declarations of interests are for the member’s 

personal judgement, though in cases of doubt they may wish to seek 
the advice of the Monitoring Officer. 

 
(6)   Sensitive information  

 
There are special provisions relating to sensitive interests.  These are 
interests the disclosure of which would be likely to expose the member to risk 
of violence or intimidation where the Monitoring Officer has agreed that such 
interest need not be registered.  Members with such an interest are referred to 
the Code and advised to seek advice from the Monitoring Officer in advance. 

  
(7) Exempt categories 
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There are exemptions to these provisions allowing members to participate in 
decisions notwithstanding interests that would otherwise prevent them doing 
so.  These include:- 

 
(a) Housing – holding a tenancy or lease with the Council unless the 

matter relates to your particular tenancy or lease; (subject to arrears 
exception) 

(b)  School meals, school transport and travelling expenses; if you are a 
parent or guardian of a child in full time education, or a school governor 
unless the matter relates particularly to the school your child attends or 
of which you are a governor;  

(c)   Statutory sick pay; if you are in receipt 
(d)  Allowances, payment or indemnity for members  
(e)  Ceremonial honours for members 
(f)   Setting Council Tax or precept (subject to arrears exception) 
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MINUTES OF THE AUDIT PANEL MEETING 

 

Present: Councillor Rathbone, Councillor Maslin, Councillor Millbank, Councillor Hall, 

Councillor Davis, Ian Pleace, Carol Murray and Stephen Warren (Independent 

Members) 

Apologies: Councillor Wise 

 

1. Minutes 

 

The reference to “valuations for property funds and recruitment” be amended 

to remove “recruitment” 

 

Reference to “no material impact on the Council’s plans in the next 12 

months” to be made clear that this was in reference to growing concern. 

 

The first sentence of the third paragraph should be a separate paragraph. 

 

2. Declarations of Interest 

 

Stephen Warren declared interest in Item 3. He stated he was engaged in 

PSAA to undertake work advising on the potential impact on the changes in 

auditing and accounting. 

 

Councillor John Paschoud declared an interest in Item 3 chartered member of 

the British Computer Society. 

 

3. External Audit 

 

Grant Thornton gave the following update: 

 

The progress report set out that auditors have completed the opinion work 

and the value for money work in the previous audit. Since the last meeting the 

housing benefit claim work had also been completed as well as the teacher’s 

pension’s work. Outstanding is the housing capital receipts work.as there was 

an issue with the department which the Council is working through and the 

whole of governments accounts return as there is an issue with the national 

treasury’s system. 

 

Meetings have been held with the Chief Executive and Finance Director to set 

out the work to be done, which will be discussed at the next meeting. The plan 

is similar to previous years but two main changes are the Code of Audit 

practice which has widened the scope of the value for money work and the 

increase in narrative reporting for auditors to the Council on this; and the new 
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auditing standard ISA 540 which relates to management estimations of the 

accounts. There are increased requirements on managers in terms of 

disclosure over the judgements and estimations they might make. 

 

The annual audit letter summarised the work done for the 2019/20 account. 

 

The following was discussed regarding the action plan in the report: 

 

Councillor Paschoud raised concern about the action points where officers 

were to view security protocols and in particular, providing them access rights 

to various functions like the Oracle financial systems. As it is a complex field, 

he raised the point of whether there was sufficient staff in-house with specific 

and relevant qualifications to adequately fulfil such tasks. Murray James, 

Director of IT, assured that there are sufficient staff working alongside 

professional partners to carry out the duties. 

 

Regarding proposed cuts to come, Councillor Davis asked if there is any risk 

identified or will be assessed by auditors. The Head of Corporate Resources 

responded that the project manager officer arrangement will supplement the 

work that Finance would have done in order to keep track, recognising the 

scale and complexity of the work being done. This role sits within the Chief 

Executive Directorate. Ongoing meetings have been held between the Chief 

Executive and the directorates in question, where significant cuts will be 

made. Resources and teams as well as the Chief Directorate are involved in 

the assessment of this process. IT also manage the access changes from 

leavers through annual housekeeping. 

 

Action: the Action Plan will continue as a standing item and will be tidied to 

clarify action points and dates in order to accurately track progress. 

 

The Panel noted the report and the Audit letter. 

 

4. Internal Audit 

 

The Head of Corporate Resources presented this report. This report provided 

a progress update on delivery of the internal audit plan for 2020/21 as well as 

planning for 2021/22 audit work. The following was discussed: 

 

Internal Audit has tracked implementation of 256 corporate and 38 school 

actions that have reached their agreed target dates.  As at 31 January 2021, 

74% of the corporate actions have been self-assessed as implemented or no 

longer applicable, with a further 12% in progress. 63% of High-rated actions 

assigned to schools have been assessed as completed.  
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There are 10 High recommendations outstanding listed in the report. Of those, 

5 are over a year old which is of concern- these have been targeted to ensure 

they close out. 

Planning work has begun at this stage. The risk register has been assessed 

and audits for next year are being considered, including contract management 

and other big spend areas. 

 

The core financial audits were set out in the report. 

 

It is anticipated that the recommendations set out in table 5 will be 

implemented by March. The recommendations on table 6 yet to be 

implemented are in progress. The issuing of invoices however, goes live at 

the end of March. 

 

The recommendations in table 7 have been implemented- the “assessments 

and placements- policies and procedures” is progressing well. 

 

It was mentioned that further understanding and detail of deferred items would 

be helpful for the Panel to properly assess the progress of recommendations. 

 

The report was noted. 

 

5. Exclusion of Press and Public 

 

The Item 6 was excluded from the Press and Public as it included Part 2 

Security Report.  

 

6. Corporate Risk Register 

 

The Head of Corporate Resources presented this report which included the 

Strategic Risk Register. 

 

There was one new risk from the register previously considered by the Audit 

Panel and none for deletion in the Strategic Register, outlined in the reports.  

There were no score changes in terms of likelihood and impact, but dates of 

implementation have been updated. All actions in the Strategic Register are 

either completed or progressing satisfactorily in accordance with expected 

timescales, with the exception of those listed below where the dates have 

slipped or been extended largely due to the diversion of resources as a result 

of COVID-19. 

 

The rest of the discussion took place under Part 2 and was restricted. 

 

The report was noted. 

 

The meeting finished at 8.35pm 
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Audit Panel  

 

 

  

Report title: External Audit 2020/21 - Audit Plan 

Date: 23 June 2021 

Key decision: No 

Class: Part 1 

Ward(s) affected: All 

Contributors: Executive Director for Corporate Resources 

Outline and recommendations 

The purpose of this report is to provide an overview of the planned scope and timing of 
the statutory audit for the London Borough of Lewisham’s main accounts and pension fund 
accounts for 2020/21. 
 
Members of the Audit Panel are asked to note the contents on the report. 
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Is this report easy to understand? 
Please give us feedback so we can improve. 
Go to https://lewisham.gov.uk/contact-us/send-us-feedback-on-our-reports   

1 Summary 

1.1 This report provides an overview of the planned scope and timing of the audit for the 
London Borough of Lewisham’s main accounts and pension fund accounts for 2020/21. 

2 Recommendation 

2.1 The Audit Panel is recommended to note the contents of the report. 

3 Policy Context 

3.1 The information set out in the financial accounts is consistent with the delivery of the 
Council’s corporate priorities (contained within the Corporate Strategy 2018-22) and is 
particularly relevant to the Council’s strong and resilient framework for prioritising 
action which has assisted the organisation in the face of austerity and ongoing cuts to 
local government spending.  

4 2020/21 External Audit 
 

4.1 The external auditors Grant Thornton are due to commence the audit at the beginning 
of July. The attached from the external auditors sets out the planned dates with 
regards to the scope and timings.  
 

5 Closing of Accounts 

5.1 The 2020/21 Closing of Accounts timetable, guidance notes and reporting deadlines 
were reviewed, updated and communicated to all officers concerned, in order to 
achieve a successful and timely closedown. 

6 2020/21 Statement of Accounts 

6.1 The Statement of Accounts is prepared in accordance with the CIPFA Code of Practice 
on Local Authority Accounts, as agreed by the Ministry of Housing, Communities and 
Local Government.  Thereby, under the Accounts and Audit Regulations 2015, the pre-
audit Statement of Accounts is required to be completed and submitted for external 
audit by no later than 30th June 2021, and the audited Statement of Accounts is 
required to be completed and approved by full Council by 30th September 2021. 

7 Implications 

7.1 There are no financial, legal, crime and disorder, equalities or environmental 
implications directly arising from this report. 

8 Conclusions 

8.1 The report confirms that plans and procedures are in place to enable a timely and 
accurate audited Statement of Accounts by the end of September 2021. 

 Report author and contact 

Selwyn Thompson, Director of Financial Services – 
Selwyn.Thompson@lewisham.gov.uk 020 8314 6932 

Paul Calnan, Acting GFM – Core Accounting –  
 Paul.Calnan@lewisham.gov.uk 020 8314 6167 
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Commercial in confidence

Council and Group

Pension Fund

Council prior year gross expenditure

£1,073m Council and 
£1,092m Group £16m Council and 

£16.3m Group

Council financial  
statementsmateriality

(PY: £16m)

£0.8m Council and 
£0.81m Group

Councilmisstatements  
reported to the Audit
Panel

(PY: £0.8m)

Materiality

Pension Fund prior year net assets

£1,352m
Materiality

£13m

Pension Fund
financial statements
materiality

(PY: £11m)

£0.65m

Pension Fund 
misstatements  
reported to the Audit 
Panel (PY: £0.65m)
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2019)
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Audit Panel  

 

 

  

Report title: Progress on 2019/20 External Audit Action Plan 

Date: 23 June 2021 

Key decision: No 

Class: Part 1 

Ward(s) affected: All 

Contributors: Executive Director for Corporate Resources 

Outline and recommendations 

The purpose of this report is to provide an update to members of the Audit Panel on the 
2019/20 action plan arising from the audit process for that year. This includes the action 
plans for the main accounts, Pension Fund and Oracle and general IT controls.  
 
Members of the Audit Panel are asked to note the contents on the report. 
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Is this report easy to understand? 
Please give us feedback so we can improve. 
Go to https://lewisham.gov.uk/contact-us/send-us-feedback-on-our-reports   

1 Summary 

1.1 This report provides an update to members of the Audit Panel on the action plans 
pertaining to the main accounts, and Pension Fund for 2019/20 and Oracle and 
general IT controls.  

2 Recommendation 

2.1 The Audit Panel is recommended to note the contents of the report. 

3 Policy Context 

3.1 The information set out in the financial accounts is consistent with the delivery of the 
Council’s corporate priorities (contained within the Corporate Strategy 2018-22) and is 
particularly relevant to the Council’s strong and resilient framework for prioritising 
action which has assisted the organisation in the face of austerity and ongoing cuts to 
local government spending.  

4 Action Plans 
 

4.1 The officers’ updates to the action plans are attached as follows: 
 

  Appendix A – Main Accounts 

  Appendix B – Oracle and General IT 

  Appendix C – Pension Fund 

5 Implications 

5.1 There are no financial, legal, crime and disorder, equalities or environmental 
implications directly arising from this report. 

6 Conclusions 

6.1 The appended documents provide Audit Panel members with updates on officers’ 
progress in implementing recommendations arising from the 2019/20 external audit. 

  

Report author and contact 

Selwyn Thompson, Director of Financial Services – 
Selwyn.Thompson@lewisham.gov.uk 020 8314 6932 

Paul Calnan, Acting GFM – Core Accounting –  
 Paul.Calnan@lewisham.gov.uk 020 8314 6167 
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Audit Findings Report 2019/20 – Appendix A – Assessment Issue and Risk Recommendations 
Officer Action Plan for Main Accounts 
 

Assessment 
(GT) 

Issue and Risk (GT) Recommendations 
(GT) 

Responsible 
Officer 
(LBL) 

Officer Action (LBL) Target Date 
(LBL) 

Completed 
Date (LBL) 

1) High The draft financial 
statements provided for audit 
continued to contain more 
misstatements than 
expected. A robust 
management review may 
have identified and corrected 
some of these 
misstatements prior to 
submission for audit. 
 

Ensure that sufficient 
time is built into your 
closedown processes 
to enable a robust 
management and 
quality review to be 
completed prior to the 
financial statements 
being submitted for 
audit. 
 

Acting Group 
Finance 
Manager 
(Core 
Accounting) 

 Closing timetable for 2020/21 
was revised, updated and 
agreed. It makes clear of the 
intention for the draft 
statement of accounts and 
associated working papers to 
be circulated to members of 
the senior finance leadership 
team on 18th June. There then 
follows two extended ‘page 
turn review sessions with this 
team on 21st and 28th June. 
This period of time from 18th 
June, including these two 
dedicated sessions allow 
sufficient review time for 
senior management before the 
draft accounts are formally 
submitted to the external 
auditors on 30th June 2021 

 

 Completion 
of initial draft 
by 18/06/21 

 Senior 
Finance 
Leadership 
Team review 
meetings on 
21/06/21 and 
28/06/21 

 Submission 
to GT and 
proposed 
start of the 
public 
inspection 
period 

 
 

 

2) Medium The Council did not request 
their external valuers’ to 
undertake a valuation 
of all their surplus assets in 
accordance with 
International Financial 
Reporting Standards. 
 

Check that the 
instructions given to 
your external valuers’ 
are in line with the 
Accounting 
Standards. 
 

Acting Group 
Finance 
Manager 
(Core 
Accounting) 

 Terms of engagement sent to 
valuers’ on 22/01/21. Checked 
that these are in line with 
Accounting Standards. 

 

22/01/21 Complete 
22/01/21 

3) Medium Our sample cut-off testing 
from bank statements in 
April and May 2020 

All officers of the 
Council need to be 
reminded of the 
importance of coding 

Acting Group 
Finance 
Manager 

- Officers to be reminded of this 
requirement via updated closing 
guidance notes 

- Update and 
issue guidance 
notes by 
19/02/21 
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identified 4 expenditure 
items totalling £175k that 
related to 2019/20 that 
had not been accrued. This 
error extrapolated to 
£1,811k. 
Similarly our sample testing 
of invoices received in April 
and May 2020 identified 
expenditure items totalling 
£346k that related to 
2019/20 that had not been 
accrued. We extended our 
testing and did not find any 
more errors. This error 
extrapolated to £4,842k. 
Your cut-off procedures 
need strengthening to 
ensure that expenditure is 
coded in the year in which it 
relates. 
 

expenditure to the 
year in which it 
relates. Review 
processes need to be 
enhanced to identify 
any potential 
unrecorded liabilities. 
 

(Core 
Accounting) 

- This reminder will be reinforced 
as part of the annual ‘all finance 
staff’ meeting dedicated to the 
close down and audit process in 
early March 2021. 
- Extensive review work has 
been carried out during the 
closing process. 

- Review work 
by 04/06/21 

4) Medium The Council requires 
Members to declare any 
interests at the beginning of 
meetings and to update their 
declarations if there are 
changes to their existing 
circumstances. These 
declarations are held in a 
central database and the 
Council’s website updated 
accordingly. However, the 
Council does not have in 
place an annual declaration 
form for Members to 
complete as part of the 
accounts process. 

All Members should 
be required to 
complete a year end 
declaration of interest 
form. 
Nil returns should be 
mandatory. 

Head of 
Governance 
Support & 
Acting Group 
Finance 
Manager 
(Core 
Accounting) 
 

- Send form to all Members at 
year-end 
- Ensure that all forms are 
returned, including nil returns 

- Sent form by 
01/04/21 
- Most 
members have 
responded, 
including all 
new members 
- Reminder 
sent week 
commencing 
14th June 
 - All to be 
returned by 
25th June  
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There is a risk that related 
party disclosures could be 
missed. 
 

5) High Our testing of IT General 
Controls identified the 
following findings which 
have been reported in detail 
to management: 
• System Administrator 
accounts with excessive 
elevated business 
responsibilities 
• End-users with critical IT 
privileges within Oracle 
• Lack of defined IT 
processes for Oracle Fusion 
• Minimal password security 
within Oracle 
• Audit logging is not 
proactively monitored within 
Oracle 
• Lack of Periodic Third-
Party Service Assurance 
Report Review for 
Oracle, ResourceLink and 
Academy 
• End-users, IT managers 
and leavers with Security 
Administration Rights 
within Academy, 
ResourceLink and Active 
Directory 
• Periodic Employee 
Acknowledgement of Infosec 
Policy Requirements 
• Removing Leavers' Access 
Rights within Academy and 
Active Directory 

Management should 
implement the 
recommendations 
raised in the IT 
General controls 
report. 
 

Director for 
IT and 
Change 

Please note – detailed update 
attached at Appendix B 
 

Please note – 
detailed 
update 
attached at 
Appendix B 
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• Inadequate Minimum 
Password Length 
Enforcement within 
ResourceLink 
• Lack of Policies, Processes 
and Security for Batch 
Processing 
 

6) Medium Brief explanations are 
provided within reports, 
explaining reasons why 
individual savings 
programmes have not 
delivered. The reports would 
be further enhanced by 
explaining the action the 
Council is taking to bring the 
savings back on track and 
highlighting progress of 
alternative programmes to 
mitigate the under-delivery. 
 

Explain in savings 
monitoring reports 
action the Council is 
taking to bring under-
performing savings 
programmes back on 
track and the 
progress of 
alternative 
programmes which 
are mitigating the 
under-delivery. 
 

Director of 
Corporate 
Services 

- This is currently set out in the 
2019/20 financial forecasts 
reports (which are presented 
to EMT monthly) and the 
Financial Results report 
presented to M&C on 9th June  

- RAG rated assessment of the 
delivery of achieved savings 
have been introduced as part 
of monthly reporting. 

- Continued improvement of the 
explanations form part of the 
month by month 
improvements of reporting on 
savings plans with support 
from the newly re-formed 
PMO. 
 

This is under 
continual 
review and a 
comprehensive 
assessment of 
savings 
delivery was 
provided as 
part of the 
2020/21 
financial 
results report 
in June 2021 

 

7) Medium A third of the proposed 
savings were not delivered. 
This indicates potential 
weaknesses in the 
arrangements for identifying 
suitable and realistic savings 
schemes and / or 
arrangements for ensuring 
effective implementation. 
The need to understand the 
reason for under-delivery is 
particularly important given 
the increased savings 

Review processes for 
identifying suitable 
savings schemes and 
ensuring proposals 
are appropriately 
scrutinised, risk rated 
and achievable. 
Review processes for 
effective 
implementation of 
approved savings 
schemes to ensure 
they can be 

Director of 
Corporate 
Services 

- Wider and continued 
engagement with Executive 
Directors and Directors as part 
of the Senior Leadership 
Team meetings and networks 

- A process has now been 
developed where savings 
proposals are considered as 
being Director led and owned. 

- Review meetings of ‘at risk’ 
proposals by the CE and 
S.151 officer. 

- Following 
review of 
20/21 
experience 
review of 
process for 
21/22 and 
future years 
in line with 
MTFS 
agreed.   

- New 
approach 

Preparations 
completed 
for 3 
February 
2021 
 
Focus will 
now move to 
implementing 
the cuts and 
reporting on 
delivery via 
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requirements built into your 
future financial plans. 
 

implemented 
effectively and within 
the agreed 
timescales. 
 

has ensured 
strong EMT 
engagement 
and thematic 
focus for 
identifying 
service and 
cross-cutting 
opportunities 
aligned to 
Covid 
recovery 
plans 

- New Project 
Management 
Office 
resource 
invested in to 
coordinate 
the delivery 
of agreed 
cuts – linked 
to CX/s151 
reviews 

- This work 
has been 
scrutinised 
as part of the 
cuts 
proposals 
and the 
approach 
confirmed in 
the draft 
budget  
 

regular 
monitoring 
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Audit Findings Report 2019/20  

Appendix B – Update on action relating to Oracle and General IT controls 

Officer Action Plan – Oracle Technical 
 

  

   

No. Observation Recommendation Response 

4.1.1 
 
Completed 

Our testing of IT 
General Controls 
identified the following 
findings which 
have been reported in 
detail to management: 
• System Administrator 
accounts with 
excessive elevated 
business 
Responsibilities 

A detailed review should be 
undertaken of all 
responsibilities in use that are 
allocated to the Lewisham 
environment. Access to 
functions and data should be 
based on a least privileged 
principle. The scope of this 
review should include 
Lewisham users and 
responsibilities that have 
been copied from default 
responsibilities. 

System Administrator accounts 
with excessive elevated business 
responsibilities – this level is a 
prerequisite for system 
administration.  
Please see response to those 
individuals with “IT Security 
Manager”.  
There are currently 4 named 
accounts in use, and these are the 
essential members of the Oracle 
Systems Administration team, and 
are required to have this level of 
access in supporting the system.  
Note, whilst there are 3 generic 
accounts within the system 
(Interface User; Lewisham Buyer; 
Lewisham Scheduler) These are 
used internally only within the 
system processes and are 
therefore required for specific 
Cloud processing – these accounts 
are not available for an individual 
user to be able to access.  
The remainder of any generic 
accounts that were is use during 
development and implementation 
have been removed as 
recommended.  
Access will be reviewed monthly – 
Process has been agreed with 
Evosys. SR is maintained to ensure 
this process. SR#106237 
 

4.1.2 
Completed 

End-users with critical 
IT privileges within 
Oracle 

Access to critical IT security 
privileges within Oracle 
should be transferred to IT 
system administrators who 
do not perform end-user 
duties. All security access 
rights within Oracle granted 
to end-users should be 
revoked. 
 

End-users with critical IT privileges 
within Oracle  
Lewisham will arrange a 6 monthly 
review of user access, whereby 
managers sign off on their staffs 
role access, including elevated 
access integral to the service areas’  

No. Observation Recommendation Response 
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   Self-management of the system. 
This review process is now 
scheduled for early Feb 21. 

4.1.3 
Completed 

Lack of defined IT 
processes for Oracle 
Fusion 

Processes should be 
established for Oracle in BAU 
and there should be a formal 
handover to the Oracle 
Systems Team. 
As a minimum, formal 
processes should be 
established and enforced 
around: 
• User Access Management 
• Access rights review 
• Change Management 

User Access Management 
• There is a formal process in place 
for ERP for allocating roles, 
approved by the group finance 
manager, director of service & 
director of financial services or 
executive director for corporate 
services. 
• For HR/Payroll a similar process 
is in place for allocating roles, 
approved by Data owners for HR 
and Payroll respectively. 
Access rights review: 
• Lewisham have arranged a 6 
monthly review of user access, 
whereby managers sign off on 
their staffs role access, including 
elevated access integral to the 
service area’s self-management of 
the system nb., any leaver will 
have all roles revoked 
automatically by HR on 
termination. 
Change Management 
• Lewisham now have a process to 
sign off and document the formal 
process for recording and 
approving significant changes to 
the Oracle Cloud system is in place 
now. Oracle CAB is held weekly to 
manage Oracle changes. 

4.1.4 
Completed 

Minimal password 
security within Oracle 

Management should enable 
account lockout controls 
within Oracle to address the 
risk of password cracking. 
Users should be forced to 
change their passwords a 
maximum of every 90 days. 
Password complexity should 
be introduced. 

Lewisham Oracle users use the 
Council’s single sign on (SSO) policy 
and therefore do not use 
username/password at sign in. SSO 
has a complex password and expiry 
rules, contravention of which will 
lock out Oracle access. 

No. Observation Recommendation Response 

   • These are currently: Passwords 
may not contain the user's 
AccountName (Account Name) 
value or entire displayName (Full 
Name value). Both checks are not 
case sensitive.  

 The password contains  
characters from three of the 
following categories: o Uppercase 
letters of European languages (A 
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through Z, with diacritic marks, 
Greek and Cyrillic characters)  
- Lowercase letters of European 

languages (a through z, sharp-s, 
with diacritic marks, Greek and 
Cyrillic characters)  

- Base 10 digits (0 through 9) 
- Non-alphanumeric characters 

(special characters): 
(~!@#$%^&*_-
+=`|\(){}[]:;"'<>,.?/) Currency 
symbols such as the Euro or 
British Pound are not counted 
as special characters for this 
policy setting.  

- Any Unicode character that is 
categorized as an alphabetic 
character but is not uppercase 
or lowercase. This includes 
Unicode characters from Asian 
languages. 

- Enforce Password history; 20 
passwords remembered 

- Maximum password age; 90 
days; 

- Minimum password age; 1 day 
- Minimum password length; 9 

chars 
- Password must meet 

complexity requirements; 
enabled 

No. Observation Recommendation Response 

4.1.5 
In 
Progress 
 
 

Audit logging is not 
proactively monitored 
within Oracle 

Given the criticality of data 
accessible through Oracle, 
logs of information security 
events (i.e., login activity, 
unauthorised access 
attempts, access provisioning 
activity) created by these 
systems should be 
proactively, formally 
reviewed for the purpose of 
detecting inappropriate or 
anomalous activity. These 
reviews should ideally be 
performed by one or more 
knowledgeable individuals 
who are independent of the 
day-to-day use or 
administration of these 
systems. 

1) login activity  
Lewisham AMT (Cloud systems 
support) will identify requisite 
report(s) by Sept 2020 and request 
Internal Audit to review on an 
interval agreed by them. 
 
UPDATE: Only standard report 
available provides data on last 
date a user has logged in, rather 
than all login activity.  
  
2) unauthorised access attempts  
Lewisham AMT (Cloud systems 
support) will identify requisite 
report(s) by Sept 2020 and request 
Internal Audit to review on an 
agreed interval 
 
UPDATE: Unauthorised access is 
not possible, or the control does 
not exist at Oracle app level. Access 
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is via single sign-on, linked to 
Active Directory. If a user is not 
authenticated on the network then 
they cannot access Oracle. If they 
can access Oracle then they must 
have been ‘authorised’ via SSO 
(single sign on via Active Directory) 
and hence through their network 
access/credentials.  
 
3) access provisioning activity)  
There is a formal process in place 
for ERP for allocating roles, 
approved by the group finance 
manager, director of service & 
director of financial services or 
executive director for resources & 
regeneration. For HR/Payroll a 
similar process has been signed off 
post HyperCare period (Sept 2020). 
Both will have the necessary audit 
trail. 
 
UPDATE: Processes in place for 
both Finance and HCM 

 

General IT Controls 

No. Observation Recommendation Response 

4.2.1 
In 
progress 

Lack of Periodic Third-
Party Service 
Assurance Report 
Review for Oracle, 
ResourceLink and 
Academy. 

We recommend management 
implement a process to 
periodically (for example 
annually) obtain a SOC or ISAE 
3402 Assurance report. The 
report should then be formally 
reviewed, and any ineffective 
controls / auditor findings 
assessed for local relevance 
and impact. 
Consideration should also be 
given to identifying any user 
entity controls specified within 
the report and ensuring those 
are implemented locally and 
operating effectively. 

Oracle Cloud: 
Lewisham will obtain yearly SOC’s 
from Oracle and formally review 
recommendations, For ERP & 
HR/Payroll this will commence 
post HyperCare (Sept 2020) 
 
UPDATE: This remains in progress 
and the Director of IT and Digital 
is considering employing a third 
party to conduct reviews subject 
to cost.  
    
ResourceLink: 
Mitigated, as RL is now an archive 
system 
Academy (Thanh Ngo): 
Regular service assurance is 
provided by Capita CST, with 
whom the Council has a support 
contract for the Academy system. 
Capita CST provide monthly 
reports and, in addition, monthly 
service review meetings are held 
with them. 
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4.2.2 
Completed 

End-users, IT managers 
and leavers with 
Security Administration 
Rights within Academy, 
ResourceLink and 
Active Directory 

The responsibility of 
administering security within 
Academy, ResourceLink and 
Active Directory should be 
transferred to IT system 
administrators who do not 
perform end-user duties. 
All security administration 
rights within Academy, 
ResourceLink and Active 
Directory granted to end-users 
or leavers should be revoked. 

ResourceLink : 
Mitigated as ResourceLink is now 
a read-only, archive system. 
Within the system administration 
there is an added layer of security 
with only IT system 
administrators gaining access 
with a secure password. 
An option to prevent users from 
accessing their own record is 
available. 
An option exists to create a new 
security profile. If system was 
live. 
 
Active Directory: 
The shared service would not be 
responsible for managing the 
security within the Academy and 
ResourceLink applications. The 
shared service is responsible for 
managing Active Directory 
however. The users in the domain 
admins group is now reviewed 
regularly by the Enterprise 
Support team within the shared 
service. It is true that the Head of 
Operations has a domain admins 
account (in addition to a standard 
account) but this is required for 
dealing with priority 1 issues that 
occur outside of business hours 
(8am to 6pm Monday to Friday) 
as there is currently no formal 
out of hours support offered by 
the shared service. 

No. Observation Recommendation Response 

4.2.3 
In 
progress 

Periodic Employee 
Acknowledgement of 
InfoSec Policy 
Requirements 

Management should 
introduce a process whereby 
existing employees are 
required to periodically (at 
least annually) formally 
acknowledge that they have 
read, understand, and will 
abide by requirements 
outlined in the organisation's 
information security policies. 
Documentation of these 
acknowledgements should be 
retained on file for future 
reference. 

Information Governance Team 
(Tressina Jones): The Council has 
purchased a new system called 
Meta Compliance. This monitors, 
tracks and reports on completion 
and acceptance of all training and 
policies and we can include the 
council’s security policy, or any 
other policy required to meet this 
audit requirement; i.e. it would 
ensure that the Council have a 
periodic employee 
acknowledgement / acceptance 
of council policy / procedure in 
place that is tested regularly. 
Due to resourcing issues the 
introduction of new policies/ 
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training into the system has been 
put on hold until the service is 
back to full FTE, at which point 
the above will be planned and 
implemented. 
 
UPDATE: This one is being 
progress with Information 
Governance. An update will be 
provided in the next report. 
 

4.2.4 
In 
progress 

Removing Leavers' 
Access Rights within 
Academy and Active 
Directory 

All logical access within 
financially critical systems 
belonging to terminated 
personnel (i.e. "leavers") 
should be revoked in a timely 
manner (preferably at time of 
termination). 
Security administrators of 
financially critical applications 
should be provided with (a) 
timely, proactive notifications 
from HR of leaver activity for 
anticipated terminations and 
(b) timely, per-occurrence 
notifications for unanticipated 
terminations. 
Security administrators of 
financially critical applications 
should then use these 
notifications to either (a) end-
date user accounts associated 
with anticipated leavers or (b) 
immediately disable user 
accounts associated with 
unanticipated leavers. 

Academy : 
Academy Benefits is accessed via 
SSO, based on the user’s network 
credentials. Therefore access is 
cease with immediate effect as 
soon as AD account is disabled by 
SICTS, following the completion 
of the leaver form by the user’s 
line manager. This process is 
outside the scope of the Benefits 
Control Team it is reliant on the 
user’s line manager to submit the 
leaver form in a timely manner 
for SICTS to complete the 
process. Therefore remedy would 
have to come from a 
review/improvement of the 
corporate. 
Leavers’ process, not from within 
Revs & Bens. 
Active Directory : 
The leavers’ process is currently 
being reviewed but part of that 
process is that the account is 
disabled and should therefore 
remove access to all systems that 
use Active Directory for 
authentication. The shared 
service does not manage security 
within applications themselves. 
 
UPDATE: This is focused at 
Academy and Active Directory, 
but the common factor in both is 
the leavers process (the form) and 
the effectiveness of it. This is 
being reviewed as part of the 
Oracle improvement work. 
 

4.2.5 
Completed 

Inadequate Minimum 
Password Length 
Enforcement within 
ResourceLink 

The organisation should 
enable minimum password 
length restrictions within 

ResourceLink: 
On recommendation password 
minimum length increased to 
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ResourceLink to a value in-line 
with best practices. 

eight characters with a minimum 
of three character types required. 
 

4.2.6 
Completed 

Lack of Policies, 
Processes and Security 
for Batch Processing 

Documented policies and 
processes should be 
established and disseminated 
for batch processing. 

Oracle Cloud: 
There are documented processes 
in place and the 2 examples 
provided by the auditor of batch 
processing in Oracle Cloud have 
been demonstrated (evidence 
was emailed separately April 
2020) They are 1) 3 1 3 - Oracle - 
Scheduled process error logs - 
F59D6451 2) 3 1 2 - Oracle - AP 
Liability Reconciliation DEC 2019-
20 (Cloud). These processes are 
the responsibility of Lewisham 
Core Accounting, Financial 
Services Group. 
ResourceLink : 
Responsibility and main contacts 
for this would be with 
Lewisham’s Payroll Team. This is 
now mitigated as RL is now an 
archive read- only system. 
Academy : 
Capita CST, with whom the 
Council has a support contract for 
the Academy system, are 
responsible for all Academy batch 
processing. 
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Audit Findings Report 2019/20 – Appendix C – Assessment Issue and Risk Recommendations 
Officer Action Plan for Pension Fund Accounts 
 

Assessment 
(GT) 

Issue and Risk (GT) Recommendations (GT) Responsible 
Officer (LBL) 

Officer Action (LBL) Target Date 
(LBL) 

Completed 
Date (LBL) 

1) Medium The current set-up of the 
general ledger is not 
conducive for financial 
reporting. This results in 
management having to 
make several significant 
adjustments each year 
outside of the ledger to 
consolidate the pension 
fund financial statements. 
This makes the process 
more time-consuming and 
increases the potential for 
errors/omissions to occur. 

Management should 
reconfigure the ledger so 
that it is in line with external 
reporting and minimizes (or 
eliminates) the need for 
manual adjustments. 

Director of 
Corporate Services 

None taken as yet –
requires external 
custodian to 
reconfigure reporting 
(which has been 
discussed but 
exercise yet to be 
undertaken) and 
ledger adjustments to 
historical balances, 
also yet to be 
completed. 
 
The fund is 
undertaking a 
significant number of 
mandate changes 
and transition of 
funds. The team is 
also experiencing 
significant personnel 
changes currently 
which has slowed 
plans for this work.  
This action will be 
picked up once the 
above are stabilised.   
 
Discussions with 
custodian to align this 
work are ongoing. 

Slipped from 
31/12/2020 
 
Will now be 
post 2020/21 
audit – Sept 
2021 
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AUDIT PANEL 

 

1. Summary 

1.1. This was an exceptional year due to the COVID-19 pandemic which had a significant 
impact on the work of A-FACT.   

1.2. Between April – June 2020 A-FACT was seconded to the Covid Action Team providing 
shielding calls and IT support.  Only a skeleton service was left to provide a counter 
fraud response.  In the remainder of the year the team’s focus has been on the various 
COVID-19 support schemes.   

1.3. The detail is provided in the body of the report for which the highlights are: 

 The number of employee related frauds has more than doubled but it is unclear as 

to whether this is the start of a trend.  It does not appear to have any link to the 

pandemic.  

 A-FACT have supported the pre- and post- payment verification relating to the 

COVID-19 relief schemes. Many of the cases identified are yet to be brought to a 

conclusion and therefore are not reflected in the figures for 2020/21. 

 A-FACT were able to use their access to the CIFAS Fraud Database to provide 

additional assurance post payment. 

 Much of the work normally provided to Lewisham Homes and our other housing 

partners has been limited by the pandemic. It has not been possible to conduct visits 

or face-to-face interviews for much of the year. There are significant delays in the 

judicial systems and also a stay on any evictions. 

Report title: Anti-Fraud and Corruption Team – Annual Report 

Date: 23 June 2021 

Key decision: No.  

Class: Part 1 

Ward(s) affected: All 

Contributors: Director of Corporate Services and Group Manager Anti-Fraud and 
Corruption Team 

Outline and recommendations 

The purpose of this report is to present the Audit Panel with a review of the work of the 
Anti-Fraud and Corruption Team (A-FACT) in the last financial year.   

 

It is recommended that the Audit Panel note this report for information. 
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Is this report easy to understand? 
Please give us feedback so we can improve. 
Go to https://lewisham.gov.uk/contact-us/send-us-feedback-on-our-reports   

 

2. Recommendations 

2.1. It is recommended that the Audit Panel note this report for information. 

 

3. Policy Context 

3.1. The overriding policy context for the Audit Panel in respect of the Council’s fraud 
prevention and detection work is to ensure adequate and effective governance and 
internal control to fulfill Members and Officers public stewardship oblications.   

3.2. This impacts work in respect of all the Council’s strategic priorities, as part of the 
Corporate Strategy 2019.  The seven corporate priorities as stated below:  

 Open Lewisham - Lewisham will be a place where diversity and cultural heritage is 
recognised as a strength and is celebrated. 

 Tackling the housing crisis - Everyone has a decent home that is secure and 
affordable. 

 Giving children and young people the best start in life - Every child has access 
to an outstanding and inspiring education, and is given the support they need to keep 
them safe, well and able to achieve their full potential. 

 Building and inclusive local economy - Everyone can access high-quality job 
opportunities, with decent pay and security in our thriving and inclusive local economy. 

 Delivering and defending health, social care and support - Ensuring everyone 
receives the health, mental health, social care and support services they need. 

 Making Lewisham greener - Everyone enjoys our green spaces, and benefits from a 
healthy environment as we work to protect and improve our local environment. 

 Building safer communities - Every resident feels safe and secure living here as we 
work together towards a borough free from the fear of crime. 

 

4. Background  

4.1. The A-FACT comprises five officers.  The work is focused on special Investigations, 
housing, pre-employment checks for employees, and service level agreement with 
Lewisham Homes. 

4.2. The special investigation work covers allegations involving employees, contractors, 
business rates, grants, blue badges and financial irregularities within or against 
Lewisham Council. 

4.3. The housing investigation work covers fraudlent applications relating to Homelessness, 
Housing register, Right to Buy and Cash Incentive schemes. Investigations into 
subletting are conducted on behalf of our partners Lewisham Homes and several 
Registered Social Landlord (RSLs) 

4.4. The referencing work covers pre-employment checks focusing on potential conflicts of 
interest and monies owed to the council for council tax etc, as well as investigating any 
anormalies with employment history etc. 

4.5. The Lewisham Home support covers the more serious allegations of fraud within or 
against Lewisham Homes and pre-employment checks.  
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5. Investigation work 

Special Investigations 

5.1. Details of work and comparative figures for the same period in the prior year are shown 
below, along with the previous two years full year figures for reference. 

 

Summary of Special 
Investigations work 

2020/21 2019/20 Change 2018/19 

FY FY Number % FY 

b/f 37 19 18 95% 17 

New 76 121 -45 -37% 118 

Closed 66 103 -37 -36% 116 

c/f 47 37 10 27% 19 

Of which           

E’ee & agency cases 10 6 4 67% 14 

- resulting in action 10 4 6 150% 6 

Other cases 56 97 -41 -42% 102 

- resulting in action 43 65 -22 -34% 77 

 

5.2 There were ten staff cases concluded this year:  

 One case where a successful prosecution had occurred in the previous year but 

monies were not recovered until 20/21.  

 Three cases where the employee resigned whilst under investigation. 

 Two cases were discrepancies were discovered in applications for employment 

which resulted in offers of employment being withdrawn, and for one of the 

applicants their agency placement was also terminated. 

 Applicant was found to be subletting their social tenancy and living elsewhere.  The 

offer of employment was withdrawn and the social tenancy recovered. 

 One agency employee was found not to have declared a significant conflict of 

interest so their placement was terminated. 

 One case of recovery of monies from a former agency employee and another where 

evidence provided contributed to a successful dismissal. 
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 One case where data matching found that an employee was working across two 

boroughs however both boroughs were satisfied with the hours worked and 

standard of work. 

  

5.3 “Other Cases” include Blue Badge fraud, fraud linked to Direct Payments for Care, 

Council Tax fraud and reviews of operational processes to prevent or deter fraud.  The 

actions taken are summarised in the table below.   

 

Analysis of Non 
Employee Case  2020/21 

Total 
Cases 

Fraud 
Proven/ 
Process 
review 

Evidence 
provided to 

assist 
assessment 

Req 
for 
Info 

NFA 

Blue Badge 4 1 0 0 3 

Direct Payments for Care & 
Care Placements 

2 2 0 0 0 

Business Rates 5 2 2 0 1 

Spec Invest Other cases 45 3 4 29 9 

Total 56 8 6 29 13 

 

Analysis of employee fraud 

2020/21 2019/20 Change 2018/19 

FY FY Number % FY 

Dismissed/resigned & 
Convicted 

1 0 1 100% 0 

Resigned/Dismissed incl 
agency staff 

4 1 3 300% 1 

Other disciplinary or monies 
repaid (incl not employed) 

4 2 2 100% 2 

Prosecuted for false 
application 

0 1 -1 -100% 0 

Management action incl 
process review 

0 0 0 0% 2 

Identity or other issue cleared 1 0 1 100% 1 

Total 10 4 6 150% 6 
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5.4. One of these case related to a historic Benefit fraud prosecution where the defendant 
had failed to attend a sentencing hearing in 2013 and a warrant had been issued for 
their arrest.  The outstanding warrant was identified when they tried to return to the UK. 
They were arrested and remanded to Belmarsh Prision and later sentenced at 
Woolwich Crown Court to 16 weeks imprisonment for each of the two benefit fraud 
charges, to be served concurrently as well as an additional four weeks imprisionment 
for absconding while on bail.  The overpayment of £21k is now being recovered from 
ongoing benefits.   

 

National Fraud Initiative 

5.5. The Cabinet Office is responsible for the National Fraud Initiative (NFI). This is a 
biennial process, where data is supplied from a number of Council systems and is 
matched to data supplied from other Councils and third parties such as Department for 
Work & Pensions (DWP), Her Majesty’s Revenue & Customs (HMRC) and the General 
Registry Office. Any data matches are then supplied back to the Council to be 
investigated. The Council last submitted the data to be matched in October 2020 

5.6. The first data matches were received in February 2021, with additional matches still 
being received as other organisations submitted their data to the exercise. 

5.7. The NFI has generated 2,058 high and medium risk matches although many of these 
are likely to be false matches which do not require detailed investigation.  Initial work 
has found that the matched against deceased records and across Councils is likely to 
be most fruitful. The results of this work will be published once concluded. 

 

Government Counter Fraud Profession Accreditation 

5.8. Lewisham became one of the first local authorities to become a full member of the 
Government’s Counter Fraud Profession, bringing together individual and 
organisational counter-fraud learning from across the public sector. All investigators 
are now members, with the manager accreditation to follow in 2021/22. The collective 
membership process included evidencing competencies, suitable processes to review 
and assess staff training, and a commitment to personal development. 

 

Bank Mandate Fraud 

5.9. Bank mandate fraud continues to be a significant issue. Although we have robust 
controls in place to detect and prevent this, the Council is still targeted by organised 
criminal gangs who undertake phishing exercises. Methods are becoming more 
sophisticated, but our knowledge of this threat continues to develop. Alerts from 
neighbouring Local Authorities as well as the National Anti-Fraud Network (NAFN) and 
the police are regularly circulated to the relevant service areas. 

 

Pre-employment checks 

5.10. A-FACT support Human Resources by undertaking part of the Council’s recruitment 
checks.  Each potential employee of the Council is required to complete a pre-
employment check focusing on any issues relating to Council tax, benefits, rent and 
personal business interests which may cast doubt on the individual’s integrity or 
potential conflicts for their work going forward. This process also applies to agency 
staff. 
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5.11. The 32 cases can be broken down as follows: 

 2 repayment plans agree to pay outstanding Council tax. 

 21 Company directorships declared and checked for conflicts of interest. 

 7 directorships not declared but subsequently agreed. 

 2 discrepancies identified by the pre-employment checks were subsequently 
accepted by the recruiting manager. 

5.12. A further two cases resulted in offers of employment being withdrawn. These are 
detailed in section 5.2 of this report. 

 

COVID-19 Business Rates grants 

5.13. A-FACT have supported the Business Rates Team, and the Economy, Jobs and 
Partnership Team in setting up and processing the various grants available during the 
pandemic to ensure that whilst monies were distributed to businesses as soon as 
possible there was also a robust framework of fraud controls.  This has included the 
preparation of Fraud Risk assessment and Post Event Assurance Plans in accordance 
with guidance from the Department for business, Energy and Industrial Startegy (BEIS) 
and ensuring pre and post payment checks are undertaken in accordance with the 
scheme. 

5.14. A-FACT were able to use Spotlight (an online tool provided by the Cabinet Office) to 
undertake checks that registered companies were still active. 

5.15. As members of CIFAS Lewisham had access to their Fraud Database which holds 
details of the applications for financial products or services which are considered 
fraudulent, inconsistent or suspicious.  This includes data relating to visitims of financial 
fraud as well as perpetrators. Access to this product provided opportunity to check for 
fraudulent applications although most of this work was retrospective due to time 
constraints. 

5.16. For the initial COVID-19 grants to Small Businesses, and Retail, Hospitality and 
Leisure some 3,248 applications were reviewed pre-payment.  Further assurance work 
has been undertaken post-payment as required by BEIS which has identified seven 
cases which are still under investigation.  

5.17. In addition to the standard NFI, the Cabinet Office mandated the submission of Covid 
grant data, which A-FACT supplied in December 2020. The matches were due to be 
released in March but due to delays encountered the NFI team did not release the 
matches until mid-May. A total of 22 matches were received from the 3,248 grants 
being issued these will be investigated to establish whether fraud has occurred. 

5.18. Further post-payment work will be undertaken on the more recent grant schemes and 
investigations taken forward if appropriate. 

 

Summary of pre-
employment 
checks 

2020/21 2019/20 Change 2018/19 2017/18 

FY FY Number % FY FY 

Checks completed 265 292 -27 -9% 354 301 

Action taken 32 36 -4 -11% 40 60 

Page 62

https://lewisham.gov.uk/contact-us/send-us-feedback-on-our-reports


  

Is this report easy to understand? 
Please give us feedback so we can improve. 
Go to https://lewisham.gov.uk/contact-us/send-us-feedback-on-our-reports   

Test and Trace Support Payments 

5.19. A-FACT worked with the Housing Benefit Team to ensure that adequate fraud controls 
were in place as required by the Department of Health & Social Care. This included 
ensuring that relevant declarations and fair processing notices were included in the 
application. 

5.20. A fraud risk assessment was completed which demonstrated compliance with the 
scheme guidance. Also a sample of 58 cases were investigated for inconsistances and 
matched aginst CIFAS records of known fraudsters and compromised identities which 
resulted in no concerns being identified.  These checks will be run on a further sample 
in due course. 

 

Lewisham Homes 

5.21. A-FACT continues to undertake investigation work on behalf of Lewisham Homes 
under a Service Level Agreement. 

5.22. The investigation work for Lewisham Homes has been severely hampered by the 
pandemic.  Interviews, visits and court cases have stalled.  On this basis it has not 
been possible to successfully conclude any internal or tenancy fraud cases. There are 
a number of tenancy investigations ongoing. 

5.23. 103 pre-employment checks have been undertaken for Lewisham Homes, the results 
of  which can be broken down as follows: 

 Repayment plans agreed to repay outstanding Council tax totalling nearly £5k. 

 7 Company directorships declared and checked for conflicts of interest. 

 5 Company directorships not declared but subsequently agreed. 

 

RSL and Housing Investigations 

5.24. Due to overlaps in the work for our RSL partners and applications for housing and 
homelessness we have amalgamated the figures for both areas of work. The historical 
figures have also been amalgamated so that the comparison with previous years can 
be shown. 

 

Summary of RSL cases & 
Housing App Investigations 
2020/21 

20/21 2019/20 Change 2018/19 

FY FY Number % FY 

b/f 29 66 -37 -56% 37 

New 29 53 -24 -45% 63 

Closed 32 90 -58 -64% 65 

C/fwd 26 29 -3 -10% 35 

Resulting in action  4 20 -16 -80% 29 
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5.25. Housing Investigations have been significantly impacted by the COVID-19 pandemic. 
Referals have dropped by nearly half as housing officers did not have the same level of 
contact with tenants.  The need to balance the work of the team with the need to keep 
both officers and residents safe has impacted on the ability to undertake visits and 
conduct interviews.  Cases awaiting court action have been delayed and there has been 
a stay on evicitions even where court orders were previously obtained.  

5.26. We have been able to cancel one Right to Buy, two Applications for housing and 
recovered one tenancy.  The tenancy recovered is a large four bedroom house which 
can now be used to house a family in genuine need. 

 

Local Government Transparency Code 2014 

5.27. The Local Government Transparency Code requires all local authorities to publish data 
on their anti-fraud arrangements on at least an annual basis. 

5.28. The data for 2020/21 is shown along with the two previous years for comparison. It 
should be noted that in the case of investigations into Business Rate grants only closed 
successful cases have been included due to the volume of checks conducted. 

  Data required 2020/21 2019/20 2018/19 

Number of occasions they use powers under 
the Prevention of Social Housing Fraud 
(Power to require information) (England) 
Regulations 2014 or similar powers. 

19 32 32 

Total number of employees undertaking 
investigations and prosecutions of fraud 

5 6 6* 

Total number of professionally accredited 
counter fraud specialists 

5 6 6 

Total amount spent by the authority on the 
investigation and prosecution of fraud 

£315,367 £352,929 £248,437* 

Total number of cases investigated (including 
Test & Trace) 

156 272 219 

 

*For 2018/19 it should be noted that whilst there were 6 FTE at the end of the year the 
team actually held a vacancy for a significant period.  Also there was an item of income 
in the form of a Proceeds of Crime recovery that reduced the authority’s expenditure 

 

6. Financial implications  

6.1. There are no financial implications arising from this report. 

 

7. Legal implications 

7.1. There are no legal implications arising from this report. 
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8. Equalities implications 

8.1. There are no equalities implications arising from this report. 

 

9. Climate change and environmental implications 

9.1. There are no climate change and environmental implications arising from this report. 

 

10. Crime and disorder implications 

10.1. There are no crime and disorder implications arising from this report. 

 

11. Health and wellbeing implications  

11.1. There are no health and wellbeing implications arising from this report  

 

12. Background papers 

12.1. There are no background papers. 

 

13. Report author(s) and contact 

13.1. If there are any queries on this report, please contact Carol Owen, Anti-Fraud & 
Corruption team Manager 020 8314 7909 or David Austin, Director of Corporate 
Resources 020 8314 9114 or email them at: carol.owen@lewisham.gov.uk or 
david.austin@lewisham.gov.uk 
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Audit Panel  

 

1. Summary 

1.1. This report outlines work that has been carried out for the year ended 31 March 2021, which 
supports the Head of Internal Audit’s opinion on the overall adequacy and effectiveness of the 
Council’s framework of governance, risk management and control for 2020/21. 

1.2. Internal Audit is satisfied that sufficient internal audit work has been undertaken, albeit on a 
reduced audit plan, to support an opinion about the adequacy and effectiveness of the Council’s 
arrangements for governance, risk management and internal control (i.e. the system of internal 
control). 

1.3. The Head of Internal Audit’s opinion is that ‘Satisfactory’ assurance can be placed on the 
adequacy and effectiveness of the Council’s corporate system of internal control. 

2. Recommendations 

2.1. It is recommended that the Audit Panel should note the content of this report.  

Report title: Internal Audit Annual Assurance Report 2020/21   

Date: 23 June 2021 

Key decision: No.  

Class: Part 1  

Ward(s) affected: All 

Contributors: Director of Corporate Resources 

Outline and recommendations 

This report outlines work that has been carried out for the year ended 31 March 2021, 
which supports the Head of Internal Audit’s opinion on the overall adequacy and 
effectiveness of the Council’s framework of governance, risk management and control for 
2020/21. 

The Head of Internal Audit’s opinion is that ‘Satisfactory’ assurance can be placed on the 

adequacy and effectiveness of the Council’s corporate system of internal control. 

 

Members are asked to note this report.  
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3. Policy Context 

3.1. The content of this report is consistent with the Council’s policy framework. It support the 
priorities set out in the Corporate Strategy 2018-2022 and is particularly relevant to delivering a 
strong and resilient framework for prioritising action which has supported the organisation in the 
face of austerity and ongoing reductions in funding.  

3.2. It supports all of the Council’s priorities through effective risk management of its activities and 
improvement in the control framework. 

4. Background  

4.1. The Public Sector Internal Audit Standards (PSIAS) require the Head of Internal Audit to provide 
an annual opinion, based upon and limited to the work performed during the year. This is 
achieved through a risk-based plan of work, agreed with management and approved by the 
Audit Panel, which is designed to provide a reasonable level of assurance, subject to the 
inherent limitations described below and set out in Annex 6.  The opinion does not imply that 
Internal Audit has reviewed all risks relating to the organisation. 

4.2. Internal audit work was performed in accordance with the Council’s methodology, which 
conforms to the PSIAS.  The Head of Internal Audit for 2020/21 was seconded from 
PricewaterhouseCoopers from August 2020.  Internal Audit has been organisationally 
independent of the services under review, which has facilitated unlimited scoping of audit work 
and objectivity of audit activities.  The performance of the Service against key indicators is 
summarised in Annex 5. 

4.3. Due to the Covid-19 pandemic since March 2020, and the Council’s priority to delivery critical 
frontline services, the availability of audit stakeholders and redeployment of Internal Audit staff 
to assist in delivering these services has impacted upon the number of audit days that could be 
made available for assurance work during first half of the year.  A scaled back audit plan was 
agreed by Audit Panel in September 2020. 

4.4. The annual Internal Audit report is timed to inform the organisation’s Annual Governance 
Statement. 

5. Head of Internal Audit’s opinion 

5.1. Internal Audit is satisfied that sufficient internal audit work has been undertaken, albeit on a 
reduced audit plan, to support an opinion about the adequacy and effectiveness of the Council’s 
arrangements for governance, risk management and internal control (i.e. the system of internal 
control). 

5.2. Definitions of the range of opinions that could be given are provided in Annex 1. 

5.3. The Head of Internal Audit’s opinion is that the system of internal control for 2020/21 is: 

 

Satisfactory 
 

“I have considered all of the work undertaken and reported on by the Internal Audit Service, 

Anti-Fraud and Corruption Team, Risk Management and other sources of assurance available 

to the Council for the audit year 2020/21.   

1. In my opinion, ‘Satisfactory’ assurance can be placed on the adequacy and effectiveness 

of the Council’s corporate system of internal control. 

2. This opinion is expressed using the same scale used for internal audit report opinions.  

The scale ranges from Substantial and Satisfactory, through to Limited and No 

Assurances.  Definitions are provided at Annex 1. 
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Satisfactory 
 

3.  Whilst governance, risk management and control in relation to business critical areas is 

generally satisfactory, there are some areas of weakness and non-compliance in the 

framework of internal control which potentially put the achievement of objectives at risk. 

Improvements are required in those areas to enhance the adequacy and effectiveness of 

the system of internal control.  In particular: 

 We have identified a number of high and medium-rated weaknesses in individual 

assignments.  However, we believe these are not significant in aggregate to the 

overall quality of the internal control system.  None of our assignments identified any 

weaknesses that were assessed as critical risk; and 

 None of our assignments provided ‘No Assurance’.   In our view, the weaknesses 

identified in Limited assurance reports are isolated to the specific systems or 

processes reviewed.  

 On 23 March 2020, the UK was put into lockdown in response to the Covid-19 

pandemic.  The impact of the pandemic on all organisations has been significant and 

Internal Audit resources were reduced because the team was redeployed across the 

Council until August 2020. Therefore, the Audit Plan for the year was reduced, in 

agreement with the Audit Panel.  As such, our opinion is based on a reduced scope 

and is subject to the identification of issues that could arise as a result of the 

emergency response to the pandemic.   

4. There has been significant improvement in the implementation rate for management 

actions that have been agreed as a result of internal audit work.  Tracking of managers’ 

self-assessments of progress with the implementation of audit recommendations has 

concluded that 96% of agreed actions have been fully completed.” 

 

Further details are provided in Section 6: Basis of the Audit Opinion.  
 

  

6. Basis of the Audit Opinion 

6.1. In determining the overall opinion for 2020/21, consideration has been given to a number of key 
improvements to governance arrangements that have been identified by audit work, particularly 
the regular review of audit outcomes and managers’ progress with implementation of audit 
recommendations by Directorate Management Teams and the Executive Management Team.  
The opinion is based on the following:  

6.2. An Internal Audit Plan identifying 39 assignments for 2020/21 was approved by the Audit Panel 
in September 2020.  This was designed to focus on key risks facing the Council and was 
updated throughout the year to ensure that Internal Audit continued to focus on key risks. There 
were eight audits cancelled or deferred and nine new assignments added to the plan. These 
changes are summarised in Annex 3.  Only one of the deferred reviews relates to a significant 
financial audit (follow-up of 2019/20 audit for client contributions for adult care provision).  

6.3. The plan did not include audits of schools.  It was agreed by the Audit Panel that the assurance 
for this risk area would be deferred given that schools had not been operating under normal 
arrangements due to the Covid-19 pandemic and Internal Audit resources were reduced 
because the team was redeployed across the Council until August 2020. 

6.4. Therefore, the annual opinion is based on 40 corporate reviews, 32 of which provide an 
assessment of the level of control in terms of an overall assurance opinion. The remaining 
assignments were not assessed as it was not appropriate to provide an audit opinion due to the 
type of review (for example grant certification or advisory/consultancy in nature).  
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6.5. All the of the planned reviews have been completed to draft report stage and final reports have 
been issued for 63% of reviews.  Details of all assignments undertaken during the year are 
provided in Annex 2. 

Assurances and risk profiles from all audits undertaken during the year 
6.6. Overall, positive assurances (Substantial and Satisfactory opinions) are provided for 75% of 

corporate audits, and negative assurances (Limited and No Assurance opinions) were provided 
for 25%. The chart below summarises the assurances provided for corporate audits undertaken 
in 2020/21.  

 

6.7. Assurances for 2020/21 can be compared to 2019/20 results when 90% achieved positive 
assurances and 10% with negative assurances.  The trends for assurance opinions over the last 
four years are analysed in the following chart.  This shows that the proportion of audits with 
overall negative assurances issued through the Internal Audit Plan has fluctuated, but there 
continues to be no subject areas reviewed with ‘No’ assurance. 

  
 

6.8. The scope of each corporate audit was designed and agreed individually in consultation with the 
appropriate service manager, to ensure review of controls in place to address inherent and 
external risks that could prevent achievement of the service objectives.  Many of the core 
financial audits were undertaken to achieve a more in-depth review than had been delivered in 
the past.  Internal Audit identified 214 areas for improvement for which recommendations were 
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agreed through the corporate reviews conducted during 2020/21, including 43 assessed as High 
risk.  The risk ratings for findings identified across all 2020/21 corporate reviews are 
summarised in the following chart: 

 

  
 

6.9. The chart shows that the majority of issues identified (62%) were assessed as Medium risk (132 
recommendations raised), with 20% (43 recommendations) assessed as High risk.  This can be 
compared to 2019/20 when 149 recommendations were made, including 16 with High risk 
(11%). The increase in High-rated issues identified during 2020/21 can be attributed to 
improved focus on areas of concern and greater rigour around the assessment of risks arising.   

Managers’ implementation of improvements  
6.10. In order for the Council to derive maximum benefit from internal audit work, agreed actions 

should be implemented within reasonable timescales. Internal Audit confirm managers’ progress 
with the implementation of improvements by two approaches: 

 Follow-up reviews for all corporate service areas where a negative assurance opinion has been 

provided in the last audit; 

 Tracking of managers’ self-assessments of progress with implementing High and Medium-rated 

actions via an internal SharePoint site. 

Follow-up reviews 
6.11. There were two follow-up audits planned for 2020/21.  One of these: relating to client 

contributions for care provision, was cancelled because implementation of the 
recommendations was contingent upon the successful implementation of the ContrOCC 
upgrade (Adult Social Care finance software).  However the software upgrade was not planned 
to go live until April 2021.  As invoices are issued to service users four weeks in arrears, the first 
invoices were not issued until the end of April. Therefore it was not possible to provide 
assurance regarding implementation of audit recommendations for the benefit of transactions in 
2020/21. 

6.12. Follow-up of the 2019/20 Accounts Receivable and Debt Recovery audit found that nine out of 
15 actions (60%) were fully implemented (or no longer applicable) and the remaining six actions 
were in progress.  Of these, two were from a High risk recommendation, and the remaining four 
were from Medium risk recommendations.  Responsible managers have attended Audit Panel 
meetings during the year to discuss progress and these actions have been re-raised in the 
2020/21 audit. 

Tracking of managers’ self-assessments of progress improvements 
6.13. In order for the Council to derive maximum benefit from internal audit work, agreed actions 
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should be implemented within reasonable timescales. As Members are aware, the Internal Audit 
team was redeployed for four months and service managers were dealing with new pressures 
and ways of working as a result of the Covid-19 pandemic, during which time progress with 
tracking and implementing actions was paused.  However, since September 2020, Internal Audit 
has tracked the implementation of 288 corporate actions and 32 high-rated actions in schools.   

6.14. By the date of the annual report, managers had assessed 96% of actions that were due to be 
implemented by 31 March 2021 as completed, including 99% categorised as High-risk.  This 
can be compared against 56% implementation rate, which contributed to the annual assurance 
opinion for  2019/20.  Analysis is provided in the following chart: 

Chart 4: Managers’ progress with implementing agreed actions 

 

 

6.15. This outcome is a result of proactive steps that have been taken, which improved senior 
management support in overseeing the implementation of agreed recommendations, including: 
regular reporting to Directorate Management Teams and the Executive Management Team.  
Tracking of the outstanding progressed and deferred actions will continue during 2021/22.  

7. Other sources of assurance 

7.1. As part of the audit plan, reviews and consultancies were undertaken, for which it was not 
appropriate to provide an assurance opinion due to the nature of the assignment.  These 
reviews were reported as ‘Advisory/Consultancy’ and included the following assignments:  

 Review of Human Resources (HR) Policies: reliance was placed on work undertaken as part 

of the HR Services’ strategic review of HR and Organisational Development, which was 

reported to the Head of Paid Service; 

 Post-implementation review of Oracle HR and Payroll – Security and Audit Trails; 

 Review of Remote Working Security Arrangements; 

 Grant certification for Supported Families; 

 Grant certification for Community Testing Programme;  

 Grant Certification for Compliance and Enforcement Surge Funding. 

Anti-Fraud & Corruption Team (A-FACT) 
7.2. AFACT is responsible for conducting and managing fraud investigations for cases that arise 

internally and externally in relation to Council services.  This work is conducted with support 
from the Council’s Human Resources and Legal Services teams.  The work arises from the 
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need for the Council to ensure confidence in the administration of public funds.  Details of the 
work undertaken by A-FACT in 2020/21 are provided in a separate report. 

Risk Management  
7.3. The Corporate Resources Directorate is responsible for ensuring the Council has an effective 

risk management strategy and policy in place. An internal audit of risk management 
arrangements has concluded that ‘Satisfactory’ assurance can be taken from the arrangements 
in place. Directorate Management Teams (DMTs) and the Executive Management Team (EMT) 
meet regularly to discuss risk, review the finances and monitor performance, thereby enabling 
urgent matters to be escalated for action promptly outside the formal risk reporting cycle. 

7.4. In addition to the risk registers being utilised for management purposes, the Audit Panel will 
receive quarterly reports on strategic risk management.  

Further sources of assurance 
7.5. Assurance for the effective mitigation of risk and focus on improving internal control comes from 

other sources in addition to the work of Internal Audit. These sources are taken into 
consideration when preparing the annual assurance opinion and planning the work of Internal 
Audit for future years. In particular, external inspections and accreditation reviews and statutory 
transparency reporting requirements are helpful measures to assess the effectiveness of 
service practice and performance.  For 2020/21, additional assurance has been provided from: 

 Internal audit work relevant to the IT Shared Service undertaken by other members of the 

shared arrangement; 

 External auditors - Grant Thornton; 

 Ofsted – annual conversation following the formal review of Children’s Services in 2019;   

 The annual Legal Services accreditation; 

 CQC inspection of Adult Social Care services; 

 Monthly reporting to the Ministry of Housing, Communities and Local Government on the 

impact of the pandemic on income and expenditure, including Covid grants, with 

benchmarking against other London boroughs. 

8. Analysis of internal audit findings 

8.1. The audit assurances, number of issues and their risk ratings identified for all assignments 
conducted during 2020/21 are provided in Annex 2. Definitions of the assurance ratings and 
risk priorities can be found at Annex 4. 

8.2. Internal Audit noted several areas of good practice throughout the Council and was able to give 
Substantial or Satisfactory assurance for 75% of the core internal audits completed. 

Financial control and fraud risk 
8.3. Audits are undertaken annually on key financial processes and systems within the Council. The 

table below shows a comparison of the assurance opinions for the last three years for the core 
financial audits based on the opinions known at the time of writing.  

Table 1: Assurance opinions for core financial systems 

Core financial system 17/18 18/19 19/20 20/21 DoT 

1. Client contributions for residential & 

domiciliary care (deferred to 2021/22)  
SUB LTD LTD N/a N/a 

2. Accounts payable  SAT LTD SAT SAT  

3. Payments to childcare providers  

(Draft) 
SAT LTD No opinion SAT*  
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Core financial system 17/18 18/19 19/20 20/21 DoT 

4. Accounts receivable  

 

SAT LTD LTD SAT  
5. Payroll (Draft) SUB SAT SAT LTD*  
6. Non-current (fixed) assets SUB SAT SAT SAT  

7. Capital programme and expenditure SAT SAT SAT SAT  

8. Pension Scheme Administration SAT SAT SUB LTD  

9. Banking SAT SAT No opinion LTD 
 

10. Treasury management (Draft) SUB SUB SUB SUB*  

11. Housing benefit and CTRS SUB SUB SUB SUB  

12. Council tax SUB SAT SAT SAT  

13. Business rates (NNDR) SUB SUB SUB SUB 
 

14. Budget monitoring (Draft) SAT SAT SUB SAT*  
15. Main accounting (Draft) SAT n/a SUB SUB*  

Key SUB Substantial SAT Satisfactory  LTD Limited NAS No Assurance 

 

 Improved since last year  Same as last year  Deteriorated since last year 

 
8.4. Details of key findings are provided in the following table: 

Table 2: Key findings from audits of core financial systems 

Financial 

System 
Assurance Key findings 

Accounts 

payable  
SAT 

Five Medium-risk findings were identified relating to various compliance 
exceptions to evidence the operation of controls for reconciliations, 
timeliness of payments, authorisation of payments runs, verification 
checks for supplier set up and completion of IR35 assessment.  
 

Payments to 

childcare 

providers  

SAT* 

One High-risk finding was identified relating to: 

 The agreements with providers could not be located for eight out of 
a sample of 25 placements, and signed agreements were not 
retained on the management information system (LCS) for a further 
five placements.   

In addition, four Medium-risk findings were identified relating to 
dependency on the Head of Service to approve payments, out of date 
procedure notes, review of payment runs and budget monitoring. 

Accounts 

receivable and 

debt recovery 

 

SAT 

This audit reviewed procedures for raising invoices, debt recovery and 
reconciliations.  Two High-risk findings were identified relating to:  

 Debt recovery - delays in taking recovery action were identified, 
including sending reminder letters within the required timeframes; 
and  

 Reconciliations - The Accounts Receivable and Accounts 
Receivable Refunds Reconciliations had not always been completed 
and authorised in a timely manner. There were also items of income 
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Financial 

System 
Assurance Key findings 

that had not been cleared and ongoing discrepancies that had not 
been resolved.  

In addition, two Medium-risk findings were identified. One of these 
related to raising invoices with the other related to debt recovery. 

Payroll LTD* 

In the first audit since Oracle Payroll/HR was implemented in May 2020, 

three High-risk findings were identified as follows: 

 Reconciliations of ’ BACS to Salaries’, were not able to be 
completed,  

 Overpayments of salaries were not recorded or monitored, 
 Gross to Net reports did not agree to the costing reports.  
In addition, five medium risk findings were identified related to 
compliance with controls for reconciliation of controls accounts, 
calculation of sick and maternity pay, completion of starter forms, 
deductions for voluntary third party payments, notifications of school 
staff and managers for processing leavers.   

Non-current 

(fixed) assets 
SAT 

One High-risk finding was identified relating to valuations and 

impairment, as the contract for the provision of asset valuations was 

awarded without competition.  

In addition, two Medium-risk findings were identified relating to 

compliance with procedures for valuations and identifying additions and 

disposals.  

Capital 

programme and 

expenditure 

SAT 

Five Medium-risk findings were identified, three of which related to 

compliance with good practice procedures for project approval and 

management, and two related to monitoring and reporting. 

Pension scheme 

administration 
LTD 

In the first audit since Oracle Payroll/HR was implemented in May 2020, 

two High-risk findings were identified relating to: 

 Incorrect calculation of employee and employer contributions for 

employees on long term sick leave and maternity leave, which has 

resulted in underpayment of contributions into the pension fund; 

 Monthly payments to pensioners have not been reconciled against 

expectations. 

In addition, three Medium-risk findings were identified relating to 

compliance with procedures for transfers, pension payments and 

reconciliations. 

Banking LTD 

Three High-risk findings were identified in relation to the following:  

 The balance of unallocated income on the Axis Income Management 

(AIM) system that not been cleared onto the general ledger, and was 

£76m as at January 2021 with a total of 5019 transactions dating 

back to May 2020.  

 Testing of a random sample of 15 fund transfers from the AIM 

system to fund accounts and/or the general ledger identified five that 

were not properly approved and five that lacked sufficient backing 

documentation. 

 The suspense account for unidentified income, was not being 

regularly reconciled.  At the time of the audit, there was an 

unresolved variance of £53m, which was made up of 810 

unidentified income transactions, including three large balances 

totaling £50m and 37 transactions relating to 2019/20. 
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Financial 

System 
Assurance Key findings 

 In addition, four Medium risk findings were identified relating to 
compliance with procedures for transaction management, reconciliations 
and information security. 

Treasury 

management 
SUB* Three Medium risk findings were identified relating to compliance with 

procedures for investment management and reconciliations.  

Housing benefit 

and CTRS 
SUB 

One Medium-risk finding was identified relating to insufficient review of 

monthly reconciliations between rent rebate and rent allowance 

transactions against the General Ledger.  

Council tax SAT 

One High-risk finding was identified: 

 In-year as well as end of year differences identified in reconciliations 

between the council tax system (Academy) and Oracle were not 

being investigated.  In addition, reconciliations were not being signed 

and dated by a reviewing officer. 

In addition, one Medium-risk finding was identified which related to 

compliance with procedures for council tax billing. 

Business rates 

(NNDR) 
SUB 

One Medium-risk issue was identified relating to insufficient review the 

periodic reconciliations between the business rates system and the 

general ledger.  

Budget setting 

and monitoring 
SAT* 

This audit reviewed budget monitoring arrangements within Adults’ 

Social Care (ASC) and Children’s Social Care (CSC) services, which 

use ‘ContrOCC’ to commission services and approve invoices.  One 

High-risk finding was identified: 

 The authorisations to spend given to budget holders and cost centre 

managers in ContrOCC for ASC had no upper limits set. In addition, 

the authorisations to spend in ContrOCC ASC and ContrOCC CSC 

were not aligned with the Council’s financial management system, 

Oracle Cloud, authorisations to spend 

In addition three Medium-risk issues were identified relating to budget 

accountability/responsibility and monitoring.   

Main accounting  SUB* 

Two Medium-risk issues were found relating to the need to update 

procedure notes delay in the preparation and review of both feeder 

system reconciliations and bank account reconciliations. 

*Note: audit is at draft report stage, therefore findings/assurances could change before the audit is 
finalised. 

Internal Control Issues 
8.5. Limited assurances were issued for eight audits, which are summarised in Table 3.   

Table 3.  Limited Assurance audits (non-key financial systems) 

Audit Assurance Recommendations 

High Medium Low Total 

Payroll Limited* 3 5 - 8 

Pension scheme administration Limited 2 3 2 7 

Banking Limited 3 4 - 7 

Covid 19 – Governance Arrangement for Decisions 

and  Ringfenced Grants 

Satisfactory 

Limited 

- 

3 

3 

1 

1 

1 

4 

5 

VAT Limited* 4 - - 4 
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Audit Assurance Recommendations 

High Medium Low Total 

Housing of Multiple Occupation (HMO) - Licensing and 

Enforcement 

Limited* 3 4 1 8 

Domiciliary Care Block Contract Payments and Client 

Charging after Hospital Discharge 

Limited* 4 2 1 7 

Highways Contracts Limited 2 6 3 11 

TOTAL  24 28 9 61 

* Note: audit is at draft report stage, therefore findings/assurances could change before the audit is 
finalised. 

8.6. Where internal control issues were identified, the perceived risk exposure was assessed to 
facilitate prioritising of remedial actions.  The following table provides the number of actions per 
control issue, which were identified in all completed audits relating to 2020/21.  

Table 4: Analysis of internal control issues identified from internal audit work 

Type of control  2019/20 2020/21 Direction of 

travel 

Authorisation 10 12 ↓ 

Compliance / Legal 40 48 ↓ 

Financial / Budget Monitoring 15 13  ↑ 

Governance 16 22 ↓ 

Information Security 8 10 ↓ 

IT 22 2 ↑ 

Policies 7 4 ↑ 

Procedures 66 60 ↑ 

Reconciliations 21 14 ↑ 

Separation of Duties - 1 ↓ 

Other 7 1 ↑ 

Total 212 187  

 

Implications for the Annual Governance Statement 

8.7. Table 4 shows that there have been improvements in the majority of control types when 

compared to 2019/20.   

8.8. For the benefit of the Council’s Annual Governance Statement (AGS), it can be concluded that 

the common areas for improvement arising from 2020/21 audit work relate to:   

 Procedures (32%) 

 Compliance / Legal (26%)  

 Governance (12%) 

8.9. In addition, the risks in respect of Limited assurance audits shown in Table 3 are areas of focus 

for improvement, particularly those relevant to financial control, including payroll, pensions, 

banking, VAT and domiciliary care block contracts. These areas will be the subject of follow-up 

audits during 2021/22. 

9. Role of the Head of Internal Audit  

9.1. CIPFA’s Statement on “The role of the Head of Internal Audit in public service organisations, 
2019” states that the Head of Internal Audit role is based on five principles: 
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1) Championing best practice in governance, objectively assessing the adequacy of 

governance and management of existing risks, commenting on responses to emerging risks 

and proposed developments;  

 

2) Giving an objective and evidence based opinion on all aspects of governance, risk 

management and internal control;  
 

3) Must be a senior manager with regular and open engagement across the organisation, 

particularly with the Leadership Team and with the Audit Committee; 
 

4) Must lead and direct an internal audit service that is resourced to be fit for purpose; and  
 

5) Must be professionally qualified and suitably experienced 

 

9.2. The annual review of the Head of Internal Audit has concluded that all of the above principles 
were met.  

 

10. Financial implications  

1.1. There are no financial implications arising directly from this report. 

11. Legal implications.  

1.2. There are no legal implications arising directly from this report. 

12. Equalities implications  

1.3. There are no equalities implications arising directly from this report. 

13. Climate change and environmental implications  

1.4. There are no climate change or environmental implications arising directly from this 
report.  

14. Crime and disorder implications  

1.5. There are no crime and disorder implications arising directly from this report.  

15. Health and wellbeing implications   

1.6. There are no health and wellbeing implications arising directly from this report. 

16. Background papers 

1.7. There are no background papers. 

17. Glossary  

Term Definition 

Assurance Opinion  An independent assessment on the controls in place. 

Recommendation 
A suggestion made by internal audit on how to improve 

controls. 
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Term Definition 

Management Action  
The actions that management have agreed to do to implement 

the recommendation made by internal audit. 

Control 
A process that is in place to facilitate achievement of an 

objective or to prevent or reduce a risk from occurring. 

18. Report author and contact 

If there are any queries on this report, please contact: Christine Webster, Interim Head of Internal 

Audit, on 202 8314 5617 or David Austin, Director of Corporate Resources, on 020 8314 9114, or 

email them at: christine.webster@lewisham.gov.uk or david.austin@lewisham.gov.uk. 
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Annex 1: Annual Opinion types  

 

The table below sets out the four types of opinion that Internal Audit uses to describe annual 

assurance, along with an indication of the types of findings that may determine the opinion given. 

The Head of Internal Audit has applied professional judgement when determining the appropriate 

opinion so the guide given below is indicative rather than definitive. 

 

Type of opinion  Indication of when this type of opinion may be given 

Substantial • A limited number of medium risk rated weaknesses may have been 

identified, but generally only low risk rated weaknesses have been found in 

individual assignments; and 

• None of the individual assignment reports have an overall report 

classification of either high or critical risk. 

Satisfactory • Medium risk rated weaknesses identified in individual assignments that are 

not significant in aggregate to the system of internal control; and/or 

• High risk rated weaknesses identified in individual assignments that are 

isolated to specific systems or processes; and 

• None of the individual assignment reports have an overall classification of 

critical risk. 

Limited • Medium risk rated weaknesses identified in individual assignments that are 

significant in aggregate but discrete parts of the system of internal control 

remain unaffected; and/or 

• High risk rated weaknesses identified in individual assignments that are 

significant in aggregate but discrete parts of the system of internal control 

remain unaffected; and/or 

• Critical risk rated weaknesses identified in individual assignments that are 

not pervasive to the system of internal control; and 

• A minority of the individual assignment reports may have an overall report 

classification of either high or critical risk. 

No Assurance • High risk rated weaknesses identified in individual assignments that in 

aggregate are pervasive to the system of internal control; and/or 

• Critical risk rated weaknesses identified in individual assignments that are 

pervasive to the system of internal control; and/or 

• More than a minority of the individual assignment reports have an overall 

report classification of either high or critical risk. 

Disclaimer 

opinion 

• An opinion cannot be issued because insufficient internal audit work has 

been completed. This may be due to either:  

- Restrictions in the audit programme agreed with the Audit Panel, 

which meant that our planned work would not allow us to gather 

sufficient evidence to conclude on the adequacy and effectiveness of 

governance, risk management and control; or 

- We were unable to complete enough reviews and gather sufficient 

information to conclude on the adequacy and effectiveness of 

arrangements for governance, risk management and control.  
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Annex 2: 2020/21 Internal Audit Work 

Audit Assurance 
level 

Final report  High Medium Low Total 

Chief Executive’s Services       

21 - HR Policies Advisory / 
Consultancy  

27/04/21 2 1   3 

22 - Transition Plans (Cancelled)             

24 - Consultation Process (Cancelled)             

44 - COVID 19 - Governance Arrangements 
For Decisions and Ringfenced Grants 

Limited 29/03/2021 3 5 2 10 

99 - Supporting Families Programme Grant 
Certification 20-21 

N/a Complete         

Children & Young People       

14 - Payments to Childcare Providers and 
Foster Carers for Looked After Children - 20-
21 

Satisfactory* TBC 1 4 1 6 

20 - Children's Social Care (CSC) Improvement 
Progress 

Substantial  Complete       0 

31 - Early Help Service Transformation 
(Deferred) 

            

33 - Section 17 - Financial Assistance 
Payments 

Satisfactory* TBC   1   1 

35 - Schools Websites Satisfactory  02/03/2021   8 2 10 

46 - Passenger Transport - Financial 
Management 

Satisfactory* TBC 1 6   7 

Community Services       

29 - MASH - Adults (Deferred)             

38 - Arranging Care Team (Deferred)             

43 - Violence against Women and Girls, 
Community and Refuge Service - Contract 
Monitoring  

Satisfactory  15/03/2021   6   6 

45 - Leisure Management (Deferred)             

47 - Domiciliary Care Block Contract 
Payments and Client Charging after Hospital 
Discharge 

Limited* TBC 4 2 1 7 

49 - Community Testing Programme Grant 
Certification 

N/a Complete         

F01 - Client Contributions for Care Provision 
Follow up on 19-20 (Deferred) 

            

Corporate Resources       

01 - Accounts Payable (Key Controls) 20-21 Satisfactory  08/06/2021   5   5 

02 - Accounts Receivable and Debt Recovery 
(Key Controls) 20-21 

Satisfactory  20/05/2021 2 2 3 7 

03 - Asset Management 20-21 Satisfactory  03/02/2021 1 2 4 7 

04 - Banking 20-21 Limited 30/04/2021 3 4   7 
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Audit Assurance 
level 

Final report  High Medium Low Total 

05 - Budget Monitoring for Children and 
Young People and Community Services 

Satisfactory* TBC 1 3   4 

06 - Business Rates (Key controls) 20-21 Substantial  21/04/2021   1   1 

09 - Council Tax (Key controls) 20-21 Satisfactory  10/06/2021 1 1   2 

11 - Housing Benefit and Council Tax 
Reduction Scheme (CTRS) (Key controls) 20-
21 

Substantial  21/04/2021   2   2 

12 - Main Accounting 20-21 Substantial* TBC   2 1 3 

15 - Payroll 20-21 Limited TBC 3 8   11 

16 - Pension Scheme Administration 2020-21 
(Core Controls) 

Limited 10/05/2021 2 3 2 7 

17 - Treasury Management 20-21 Substantial* TBC   3   3 

18 - Relief and Support Allocation - Covid 19 Satisfactory  04/02/2021   6 4 10 

23 - School Finance 2020/21 Satisfactory  20/04/2021   6 2 8 

25 - VAT Limited* TBC 4     4 

27 - Tendering and Procurement of Contracts  Satisfactory  11/01/2021   5 2 7 

30 - Risk Management Framework Satisfactory* TBC   7 1 8 

36 - Smarter Tech Roll Out Project Satisfactory* TBC 2 2   4 

37 - Project - liquid logic / Controcc  Satisfactory*  TBC 1 2 1 4 

39 - Post Implementation Review of Oracle 
HR / Payroll 

Advisory / 
Consultancy  

Complete 6 5 3 14 

41 - IT Audit Needs Assessment N/a N/a         

50 - Remote Working Review  Advisory / 
Consultancy  

TBC   3   3 

Compliance and Enforcement Surge Funding 
Grant Certification 

N/a Complete         

Housing Regeneration & Public Realm       

07 - Capital Expenditure 20-21 Satisfactory  29/03/2021   5   5 

08 - Private Sector Housing - Leasing              

19 - COVID-19: Death Management and 
Registration Services (Cancelled) 

            

26 - Building for Lewisham Programme Satisfactory  05/03/2021   7 2 9 

28 - Housing of Multiple Occupation (HMO) - 
Licensing and Enforcement 

Limited* TBC 3 4 1 8 

32 - Rough Sleeping Initiative Funding Satisfactory* TBC   6 1 7 

34 - Refugee Resettlement Programme - 
Contract Management 

Satisfactory  01/02/2021 2 1 2 5 

48 - Highways Contracts  Limited 10/05/2021 2 6 3 11 

Page 81



17 

Annex 3 - Changes to the Internal Audit Plan 

Dir Audit Change Reason 

Audits added to the plan 

COM Covid – Community testing grant usage Additional 
Declaration of grant usage return to 
DHSC required Head of Audit sign-off 

COM 
2020/21-47 - Domiciliary Care - Block 
Contract Payments 

Additional Requested by management 

COR IT audit – LiquidLogic / Controcc project Additional Allocation of IT audit days 

COR IT audit – Remote working Additional Allocation of IT audit days 

COR 
IT audit - Oracle Payroll / HR Post 
Implementation Review 

Additional Allocation of IT audit days 

COR 
Compliance and Enforcement Surge 
Funding Grant Certification 

Additional 
Declaration of grant usage return to 
DHSC required Head of Audit sign-off 

CYP 
2020/21-46 - Passenger Services - 
Finance Management 

Additional Requested by management  

HRPR 
Refugee Resettlement Programme - 
Contract Management 

Additional Audit of contract management split  

HRPR 2020/21-48 - Highways Contracts Additional Requested by management 

COM 2020/21-29 - MASH - Adults Deferred MASH team not yet in place 

Audits cancelled or deferred from the plan 

HRPR 
2020/21-19 - COVID-19: Death 
Management and Registration Services  

Cancelled Additional COVID pressures on service 

CEX Consultation Processes Deferred Deferred for consideration in 20/21 

CEX 2020/21-22  - Transition Plans Deferred Deferred for consideration in 20/21  

COM Arranging Care Team Deferred 
Deferred as a separate review of adult 
social care is being undertaken 

COM Leisure Management Deferred 
Deferred until contractual arrangements 
are stabilised. 

COM 
Follow-up of client contributions for care 
provision 

Deferred 
Deferred until Controcc system has been 
implemented 

COM 
2020/21 - F01 - Client Contributions for 
Care Provision Follow up on 19-20 

Deferred 

Implementation of recommendations was 
contingent upon go live of invoicing 
through ContrOCC, which was not 
completed until April 2021 

CYP 
2020/21-31 – Early Help Service 
Transformation 

Deferred 
Start of the audit was delayed to allow 
time for embedding of new governance 
arrangements  
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Annex 4: Basis of internal audit assurance classifications 

 

Explanations for Assurance Opinion  

Each ‘assurance’ internal audit review is assessed with an opinion on the standard of controls in place 

based on the fieldwork conducted.  The following table explains these opinions. 

Assurance Opinion  Definition  

★ Substantial 
A strong framework of controls is in place to ensure that the service area is 

likely to achieve its objectives.  The controls in place are consistently applied 

or with only minor lapses.  

●  Satisfactory  
A sufficient framework of controls is in place, but could be strengthened to 

improve the likelihood of the service area achieving its objectives. The 

controls in place are applied, but with some lapses.  

▲  Limited  
There are insufficient controls in place. This increases the likelihood of the 

service area not achieving its objectives.  Where controls do exist, they are 

not consistently applied.   

■   No Assurance  
The framework of controls is inadequate.  This significantly increases the 

likelihood that the service area will not achieve its objectives.  Where controls 

do exist, they are not applied.   

 

Definition of Category of Recommendation 

Internal Audit rates each recommendation as High, Medium or Low.  This rating indicates to management 

the risk exposure from issues identified in the audit and the importance of implementing the 

recommendation.   

Rating Definition 

High It is crucial that this recommendation is implemented urgently. This will ensure that the 

service area will significantly reduce the risk of not meeting its objectives.    

Medium Implementation of this recommendation should be completed as soon as possible, to 

improve the likelihood of the service area meeting its objective. 

Low  Implementation of this recommendation would enhance control or improve operational 

efficiency.   
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Annex 5: Performance of the Internal Audit Service 

Key performance indicators (KPIs) 
The Internal Audit team aims to provide an efficient and high quality service.  Therefore, our 

performance against a set of KPIs is shown in the table below: 

KPI Target 2020/21 

results 

Comments 

    

Proportion of plan delivered 90%  100% Although not delivered by 31 March, 100% of 

planned audits have been delivered to draft 

report stage in time for the annual report. 

    

Proportion of high and medium risk 

recommendations implemented 

75% 60% Results from one follow-up review conducted.   

75% 96% Results from tracking of managers’ self-

assessment of progress with implementing 

corporate actions.   

    

Average customer satisfaction score 

meets or exceeds acceptable level 

80%  86% Results are based on five audit satisfaction 

questionnaires returned from 19 final reports. 
  

  

Draft audit reports to be issued within 

20 working days of the completion of 

audit fieldwork. 

20 days  20 days Results are based on average days for 29 

audits reaching draft report stage 

 

Quality assurance and improvement programme 
PSIAS require that Internal Audit develops and maintains a quality assurance and improvement 

programme (QAIP) that covers all aspects of the internal audit activity. Periodic reviews of the 

quality of internal audit work are completed internally and the Head of Internal Audit reviews all 

draft audit reports.  Planning and delivery of the Service (including this Annual Assurance) has 

been done in conformance with the requirements of the PSIAS. The production of key metrics to 

demonstrate the performance of the team has been set up and are reported above. 

Compliance with Public Sector Internal Audit Standards 
An external independent peer review of the Internal Audit service against the PSIAS was 

conducted in 2016, which concluded that the Internal Audit service ‘generally conforms’ to the 

PSIAS, with no areas of non-conformance being identified.  All actions arising from the review 

have been implemented. The next review was due by March 2021 due to the impact of Covid on 

working arrangements this has not been possible and the review has now been set up for delivery 

by a peer Council during 2021/22. 

In the meantime, Internal Audit has undertaken a self-assessment of compliance with the PSIAS.  

The assessment for 2020/21 found some areas for improvement, which have been incorporated 

into the QAIP for 2021/22. In particular, it was identified that the Service has not produced an 

internal audit strategy covering more than one year.  This was due to the pending restructure of 

the Finance function which is still ongoing.  However, a strategy will be produced during 2021/22.  

In addition, more regular reporting of performance indicators will be undertaken. 
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Annex 6: Limitations inherent to the internal auditor’s work 

 
Internal Audit work has been performed subject to the limitations outlined below.  

Opinion 
The annual audit opinion does not imply that Internal Audit has reviewed all risks relating to the 

organisation.  In giving this opinion, it should be noted that assurance can never be absolute. The 

most that the internal audit service can provide is reasonable assurance over the operation of the 

system of internal control. 

The opinion for individual audits is based solely on the work undertaken as part of the agreed 

internal audit plan. There might be weaknesses in the system of internal control that Internal 

Audit are not aware of because they did not form part of our programme of work, were excluded 

from the scope of individual internal audit assignments or were not brought to our attention. As a 

consequence management and the Audit Panel should be aware that the opinion may have 

differed if the programme of work or scope for individual reviews was extended or other relevant 

matters were brought to Internal Audit’s attention.  

Internal control 
Internal control systems, no matter how well designed and operated, are affected by inherent 

limitations. These include the possibility of poor judgment in decision-making, human error, 

control processes being deliberately circumvented by employees and others, management 

overriding controls and the occurrence of unforeseeable circumstances. 

Future periods 
Internal Audit’s assessment of controls relating to Lewisham Council is for the period 01/04/20 to 

31/03/21. Historic evaluation of effectiveness may not be relevant to future periods due to the risk 

that: 

• The design of controls may become inadequate because of changes in operating 
environment, law, regulation or other; or 

• The degree of compliance with policies and procedures may deteriorate. 

• The specific time period for each individual internal audit is recorded within each audit report. 

Responsibilities of management and internal auditors 
It is management’s responsibility to develop and maintain sound systems of risk management, 

internal control and governance and for the prevention and detection of irregularities and fraud. 

Internal audit work should not be seen as a substitute for management’s responsibilities for the 

design and operation of these systems. 

Internal Audit endeavours to plan work so that it has a reasonable expectation of detecting 

significant control weaknesses and, if detected, Internal Audit shall carry out additional work 

directed towards identification of consequent fraud or other irregularities. However, internal audit 

procedures alone, even when carried out with due professional care, do not guarantee that fraud 

will be detected, and the team’s examinations as internal auditors should not be relied upon to 

disclose all fraud, defalcations or other irregularities which may exist. 
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Audit Panel  

 

1. Summary 

1.1. The Public Sector Internal Audit Standards (PSIAS) require annual planning of internal audit 
work to support an objective assessment of the arrangements for governance, risk 
management and internal control.  This report describes the approach to developing internal 
audit work for 2021/22 and sets out the proposed internal audit plan at Annex 1.  An internal 
audit charter is presented at Annex 2, which sets out the framework for the conduct of 
internal audit services.   

1.2. Progress with internal audit work since the last report to Audit Panel in February 2021 is also 
presented in this report with details of ‘Limited’ assurance audits provided in Annex 3. 

2. Recommendations 

2.1. It is recommended that the Audit Panel should: 

 approves the 2021/22 internal audit plan  

Report title: Proposed Internal Audit Plan and Internal Audit 
Charter 2021-22 and Progress Update  

Date: 23 June 2021 
Key decision: No.  
Class: Part 1  
Ward(s) affected: All 

Contributors: Director of Corporate Services 

Outline and recommendations 

The proposed internal audit plan for 2021/22 has been developed using a risk-based 

approach and consists of 600 days, including 440 days for corporate and 160 days for 

school audits.  These days are allocated across 67 audits, 41 covering the Council’s service 

directorates and 26 covering schools. The proposed plan is presented in detail at Annex 1 

of this report. 

Public Sector Internal Audit Standards (PSIAS) require that an internal audit charter is 
approved annually, to formally establish the purpose, authority and responsibility of internal 
audit.  This is presented in Annex 2. 

Progress with the delivery of internal audit work since the last report to Audit Panel in 
February 2021 is reported, summarising the outcomes from completed audits and providing 
details of ‘Advisory/Consultancy’ reviews and audits that have been assessed as having 
‘Limited’ assurance. 

Members are asked to approve the 2021/22 audit plan and charter and note the progress 
on delivery of internal audit work as set out in this report.  
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 approve the internal audit charter for 2021/22, and  

 note the progress with internal audit delivery.  

3. Policy Context 

3.1. The content of this report is consistent with the Council’s policy framework.   It supports the 
priorities set out in the Corporate Strategy 2018-2022 and is particularly relevant to 
delivering a strong and resilient framework for prioritising action which has supported the 
organisation in the face of austerity and ongoing reductions in funding.  

3.2. It supports all of the Council’s priorities through effective risk management of its activities 
and recommending improvements in the internal control framework..  

4. Background  

4.1. The Public Sector Internal Audit Standards (PSIAS) require annual planning of internal audit 
work to support the Council with an objective assessment of the arrangements for 
governance, risk management and internal control.  This report describes the approach to 
developing internal audit work for 2021/22 and sets out the proposed internal audit plan at 
Annex 1.  An internal audit charter is presented at Annex 2, which sets out the framework for 
the conduct of internal audit services.   

4.2. Progress with internal audit work, which has been undertaken since the last report to Audit 
Panel in February 2021, is also presented.  

4.3. Internal Audit is a statutory service, which aims to provide independent assurance to the 
Audit Panel, Executive Director of Corporate Resources (who is the Council’s ‘Section 151’ 
Officer), Executive Management Team and other senior managers that an appropriate 
system of governance and internal control is in place to mitigate key risks that may impact 
on the achievement of the Council’s services and priorities.  Internal Audit work is planned to 
support the goals of the Council from an objective assessment of the system of internal 
controls.  

4.4. Whilst it is management’s responsibility to develop and maintain a sound system of internal 
control, and to prevent and detect irregularities, the overall aim of internal audit work is to 
seek out areas requiring improvement and recommend solutions that will enable the Council 
to better achieve its objectives.  Therefore, the planning approach is based on achieving 
coverage over a reasonable period of time, of the Council’s main risks and core processes 
where there is a reasonable expectation of detecting significant control weakness and fraud. 

4.5. This report summarises the methodology by which the programme of audit work has been 
identified and sets out the proposed audits for 2021/22. 

5. Internal audit plan for 2021/22 

Approach to audit planning  
5.1. To ensure objective coverage of the control framework, the internal audit plan has been 

developed in line with best practice using a ‘risk-based’ approach. The strategic and 
directorate risk registers have been reviewed to ascertain the Council’s key risks, which 
have been mapped against ‘auditable units’ related to the Council’s objectives 

5.2. Auditable units are the lowest level of auditable subject area, process or location within 
directorates and across the organisation.  They have been identified to enable evaluation of 
the adequacy and effectiveness of controls to mitigate the inherent risks within the 
organisation’s governance, operations and information systems for: 

 Achievement of strategic and operational objectives; 

 Reliability and integrity of financial and operational information; 

 Effectiveness and efficiency of operations and programmes; 

 Safeguarding of resources; and 
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 Compliance with laws, regulations, policies, procedures and contracts. 

5.3. Internal audit has then sought to assess the audit requirement within each auditable unit, 
taking into consideration the timing and findings of previous audit work and other known 
sources of assurance, along with the occurrence or likelihood of change. 

5.4. The Council has undergone significant change in response to Covid-19, in terms of both its 
internal operation and approaches to service delivery. This has been reflected in the latest 
review of the Council’s risk register and therefore has been considered in the development 
of the audit plan. Given the ongoing nature of the pandemic as well as other risks that may 
arise, the plan may require amendment or review during the year. 

5.5. The plan has been developed in consultation with directorate management teams (DMTs), 
executive management team (EMT), the external auditor and chair of the Audit Panel. 

Audit Delivery approach 
5.6. Internal audit work will be undertaken to evaluate and improve governance, risk 

management and control processes using a systematic and disciplined approach.  This 
activity assists the organisation to maintain effective controls by providing an assurance 
assessment on their adequacy and effectiveness and by recommending continuous 
improvement.  The assurance assessment assigns an objective overall opinion to each 
audited area, based on the number and risk profile of findings identified, in terms of one of 
four categories of assurance: Substantial, Satisfactory, Limited or No Assurance. 

5.7. It is proposed that the audit service will be delivered by an in-house team of auditors, 
complemented by technical support for IT assurance from PricewaterhouseCoopers (PwC), 
school audits from Mazars, and led by a seconded Head of Internal Audit from PwC.  It is 
envisaged that this arrangement will continue until a permanent Head of Assurance can be 
recruited.   

5.8. Delivery of the audit plan will be undertaken to meet standards for efficiency and quality, 
aiming to meet  key performance indicators and targets as follows: 

 draft audit reports to be issued within 20 working days of the completion of audit fieldwork; 

 final audit reports issued within 10 working days of receiving management agreement to 

the draft audit report and action plans;  

 90% of the audit plan to be delivered to draft report stage by 31 March; and 

 80% of client satisfaction surveys score a high level of satisfaction with the audit work. 

Proposed Internal Audit Plan for 2021/22 
5.9. Using the approach set out above, an audit plan for 2021/22 has been developed, focusing 

on the most significant risk areas across the Council.  This has been discussed and agreed 
with DMTs and EMT and is now subject to Audit Panel approval.   The proposed plan is 
provided at Annex 1, which shows the risk register scores, proposed scope for each area, 
estimated requirement of audit days and preferred timing. 

5.10. The following chart analyses the audits required to deliver the proposed Internal Audit plan, 
which shows coverage of directorates. 
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Chart 1: 2021/21 Audit Plan – Directorate Coverage 

 

5.11. It is estimated that the audit assurance for 2021/22 can be delivered with 600 audit delivery 
days.  With the exception of the IT audit requirement and schools audit work, which will be 
resourced externally, sufficient resources to complete this plan are present with a full 
complement of the in-house team.  There are currently 41 corporate assignments and 26 
school audits identified in the plan.  The significant focus on schools reflects the risk arising 
from devolution of control and a policy to review all schools in a three-year cycle. The 
schools are required to contribute to the cost of the audit service, which covers the 
resources required to deliver their audits.  In additon, the days for corporate audits is 
reduced to take account of delayed completion of 2020/21 work, which has arisen due to the 
impact  of the Covid 19 pandemic.  Analysis of the proposed timing for corporate audit start 
dates is set out in the following chart.  School audits will be undertaken throughout the year. 

Chart 2: Analysis of preferred timing for corporate audit start 

  

5.12. Work will be undertaken throughout the year to deliver the school audit plan and to track 
managers’ progress with the implementation of internal audit recommendations. It is noted 
that a large number of Corporate Resources audits are currently planned for Q4, which 
reflects the need for sufficient transactions to provide assurance on the effectiveness of 
control for key financial systems.  However, we will work with management to reduce the 
impact on services at this busy time of year. 
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5.13. The audit plan has been shared with senior management and needs to be flexible to enable 
a responsive service in the face of changing risks and priorities that may impact upon the 
Council’s services.  Therefore, it should be recognised that the plan may need to be adjusted 
in response to changes in the Council’s business, risks, operations, systems and controls as 
the year progresses. Where such changes are required, details will be reported to EMT and 
the Audit Panel.  

6. Internal Audit Charter 2021/22 

6.1 The Public Sector Internal Audit Standards (PSIAS) require that the charter should be 
published and approved annually to formally establish the purpose, authority and 
responsibilities of Internal Audit.  The internal audit charter for Lewisham Council is 
presented in Annex 2.  This sets out the principles underpinning the Council’s internal audit 
approach, including requirements of management to facilitate audit work.   

7. Progress with delivery of the Audit Plan  

7.1. Since the last progress update to Audit Panel in February 2021, 22 assignments from the 
2020/21 audit plan have been completed.  Details are summarised in the following table, 
including audit assurance opinions and recommendations raised: 

Table 1 – Outcomes for completed 2020/21 audits 
Audit Assurance 

level 
Recommendations 

High Medium Low  Total 

Corporate Resources           

01 - Accounts Payable (Key Controls) 20-21 Satisfactory    5   5 

02 - Accounts Receivable and Debt Recovery 
(Key Controls) 20-21 

Satisfactory  2 2 3 7 

03 - Asset Management 20-21 Satisfactory  1 2 4 7 

04 - Banking 20-21 Limited 3 4   7 

06 - Business Rates (Key controls) 20-21 Substantial    1   1 

09 - Council Tax (Key controls) 20-21 Satisfactory  1 1   2 

11 - Housing Benefit and Council Tax Reduction 
Scheme 20-21 

Substantial    2   2 

16 - Pension Scheme Administration 2020-21 Limited 2 3 2 7 

18 - Relief and Support Allocation - Covid 19 Satisfactory    6 4 10 

23 - School Finance 2020/21 Satisfactory    6 2 8 

39 - Post Implementation Review of Oracle HR / 
Payroll 

Advisory 6 5 3 14 

Compliance and Enforcement Surge Funding 
Grant Certification 

N/a         

Chief Executive's Services           

21 - HR Policies Advisory   2 1   3 

44 - COVID 19 - Governance Arrangements For 
Decisions  

Satisfactory 
 

3 1 4 

44 - COVID 19 - Governance Arrangements for 
Ringfenced Grants 

Limited 3 1 1 5 

99 - Supporting Families Programme Grant 
Certification 20-21 

N/a         

Children & Young People           

20 - Children's Social Care Improvement 
Progress 

Substantial        0 

35 - Schools Websites Satisfactory    8 2 10 
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Audit Assurance 
level 

Recommendations 

High Medium Low  Total 

Community Services           

43 - Violence against Women and Girls, 
Community and Refuge Service - Contract 

Satisfactory    6   6 

49 - Community Testing Programme Grant 
Certification 

N/a         

Housing, Regeneration and Public Realm           

07 - Capital Expenditure 20-21 Satisfactory    5   5 

26 - Building for Lewisham Programme Satisfactory    7 2 9 

48 - Highways Contracts  Limited 2 6 3 11 

Total   22 74 29 125 

 

7.2. This shows that 125 recommendations for improvement have been identified, 22 of which 
have been categorised as High risk.  Actions have been agreed with management to 
address the risks identified.   

7.3. Four subject areas have been assessed as providing Limited assurance, as there were 
insufficient controls in place to ensure that service objectives would be adequately achieved, 
or where in place, there was failure to fully comply with controls.  Details of key findings for 
completed audits with Limited assurances are set out in the extracts from Executive 
Summaries provided in Annex 3. Definitions of audit assurance levels are provided in 
Annex 4. 

7.4. In addition, two ‘Advisory/Consultancy’ assignments have been completed, details of which 
are provided in the following sections: 

Oracle HR / Payroll Security and Audit Trails.   
7.5. In recognition of the second phase of the Oracle Cloud Programme, which went live in May 

2020 to implement HR Absence, Payroll and Self Service, this assignment was 
commissioned from PwC to to provide assurance over the effectiveness of the security 
arrangements in place. A proprietary tool was used to analyse potential segregation of duty 
(SoD) conflicts and review audit trails within the live Oracle HR/Payroll applicatio.,  Six High-
risk findings were identified as follows: 

 Roles were not assigned to users to enforce segregation between key HR and Payroll 
activities.  

 Users had access to system administration and transactional functionality, increasing the 
risk of a user changing sensitive payroll configurations and processing incorrect payroll 
transactions. 

 There were several instances where both sides of a conflict were inherited from the 
same role. This indicates a weakness in the role design as it is impossible to segregate 
these conflicts from users who are assigned these roles.  

 IT and support users had widespread access and role assignment. 

 Generic accounts were identified which enabled elevated access in the system. 

 Audit trails were not enabled for important payroll objects such as element entry, 
assigned payroll and personal payment method. Without these configurations it is not 
possible to install a proactive review process to detect inappropriate transactions which 
could be made as a result of the excessive user access in the system 

7.6. Five Medium-risk issues were also identified relating to SoD conflicts, access assigments 
and review processes.  Findings were discussed with management and an action plan was 
agreed to resolve the issues identified by 31 July 2021.   
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HR policies.   
7.7. This review was undertaken alongside a strategic review of HR and Organisational 

Development (OD), which was commissioned from a consultant.  Recommendations from 
the strategic review had been accepted by the Chief Executive and a management action 
plan was being determiined for agreement with EMT.  The audit identified two High-risk and 
one Medium risk recommendations, which were incorporated into this management action 
plan.  The High-risk findings related to the following: 

7.8. It was not part of the terms of reference of the strategic review to address or make 
recommendations about the process for future policy review. From a list of 62 policies and 
guidelines, the date of the last review was not known, or was four or more years ago, for 25. 

7.9. The strategic review did not include governance arrangements for HR policies and 
procedures. We have identified a lack of clarity with regards to the governance 
arrangements in place or proposed to be designed into new arrangements to ensure risk-
based monitoring of compliance with the HR policies when they are updated.  

7.10. Work has commenced towards delivery of the 2021/22 audit plan, as shown in the following 
table: 

Table 2: Progress with 2021/22 audits 

Directorate Audit Status 

CYP Early Years Transformation Fieldwork in progress 

CYP Coopers Lane Primary School Planned to commence 28 June 2021 

CYP Baring Primary School Planned to commence 28 June 2021 

CYP All Saints Primary School Planned to commence 2 July 2021 

Cross Council Climate Change Strategy Audit being scoped 

 

7.11. Tracking of managers’ progress with the implementation of internal audit recommendations 
is ongoing.  Since September 2020, Internal Audit has tracked the implementation of 288 
corporate actions and 32 High-rated actions in schools.  As at the date of this report, 
managers had assessed 96% of actions as completed, including 99% that were categorised 
as High risk. 

8. Financial implications  

There are no financial implications arising directly from this report. 

9. Legal implications.  

The Accounts and Audit Regulations 2015, as amended in 2021, rquire the Council 
to undertake and effective internal audit, to evaluation the effectiveness of its 
gvoernance, risk management and internal controls processes.  This requirement is 
delivered in accordance with the Public Sector Internal Audit Standards 2017.   

10. Equalities implications  

There are no equalities implications arising directly from this report. 

11. Climate change and environmental implications  

There are no climate change or environmental implications arising directly from this 
report.  

12. Crime and disorder implications  

There are no crime and disorder implications arising directly from this report.  
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13. Health and wellbeing implications   

There are no health and wellbeing implications arising directly from this report. 

14. Background papers 

There are no background papers. 

15. Glossary  

Term Definition 

Assurance Opinion  An independent assessment on the controls in place. 

Recommendation 
A suggestion made by internal audit on how to improve 

controls. 

Management Action  
The actions that management have agreed in order to 

implement the recommendation made by internal audit. 

Control 
A process that is in place to facilitate achievement of an 

objective or to prevent or reduce a risk from occurring. 

16. Report author and contact 

If there are any queries on this report, please contact: Christine Webster, Interim Head of 

Internal Audit, on 202 8314 5617 or David Austin, Director of Corporate Services, on 020 

8314 9114, or email them at: christine.webster@lewisham.gov.uk or 

david.austin@lewisham.gov.uk. 
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Annex 1 – Proposed Internal Audit Plan for 2021/22 
 

 
 
 

Lead 
Directorate 
 

Risk 
score 

Potential Audit  Days Proposed 
Timing 

Corporate Resources    

COR 16 Payroll 12 Q4 

Accounts Payable 10 Q4 

Accounts Receivable 10 Q4 

Council tax 8 Q4 

NNDR 8 Q4 

Pensions 10 Q4 

Housing Benefit & Council Tax Reduction Scheme 8 Q4 

Treasury management 10 Q4 

Asset Management 10 Q4 

Banking 10 Q3 

Main Accounting. 10 Q4 

COR 15 Review of information security arrangements  12  Q2 

COR 12 Office 365 audit  12 Q2 

COR 12 Audit of a key application, such as Academy (Revenues & Benefits 
for income management) 

 12 Q3 

COR   Follow up of Limited assurance audit - Covid governance/ring-fenced 
grants 

5 Q3 

Community Services    

COM 25 Review of budget management, with focus on demand-led services, 
such as Arranging Care Team 

12 Q3 

COM 12 Review of partnerships working arrangements for a key service area 15 Q4 

COM 20 Audit of adult safeguarding – covering review of Multi Agency Support 
Hub (MASH) 

15 Q3 

COM 16 Review of Leisure Contract – open book accounting (deferred from 
2020/21) 

15 Q2 

COM 12 Review of client contributions for care provision 12 Q2 

COM 12 Review of business continuity management for the directorate, 
including supplier continuity 

15 Q2 

Chief Executive   

CEX 16 Continued tracking of managers implementation of audit 
recommendations 

  Ongoing 

CEX 9 Follow up of HR Policies review 5 Q3 

Housing, Regeneration and Public Realm   

HRPR 15 Audit of health and safety check assurances for temporary 
accommodation housing properties  

15 Q3 

HRPR 12 Extension of 2021/22 audit of Building for Lewisham   15 Q4 

HRPR 12 Audit of s106/CIL arrangements 15 Q3 

HRPR   Follow up of Limited assurance audit of Highways Contracts 5 Q2 

HRPR 20 Audit of arrangements for  dealing with homelessness, including 
procurement of B&B /  Private rented properties 

15 Q2 

HRPR 20 Budget management in Environmental Services  12 Q3 

Children & Young People    

CYP 25 Review of Early Years Transformation 10 Q1 

CYP 25 Review of quality assurance arrangements  15 Q3 

CYP 20 Supporting Families  - troubled families grant 5 Q4 

CYP 20 Budget management in key budget area  12 Q3 

Cross council   

X Council 20 Review of arrangements to deliver climate change  strategy 15 Q1 

X Council 16 Review of capital expenditure, including project approval and 
assurances  

20 Q2 

X Council 12 Review of data protection act compliance  12 Q2 

X Council 12 Review of compliance team's arrangements for health & safety 
checking of the corporate estate   

10 Q2 

X Council 12 Review of performance information for a sample of KPIs  15 Q3 

X Council 12 Review of contract management – contracts TBC 20 Q2 

X Council   Follow up of Limited assurance audit 10 Q4 

X Council   Risk Management 10 Q4 

X Council   Other grant Certifications  10 Ongoing 
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Lead 
Directorate 
 

Risk 
score 

Potential Audit  Days Proposed 
Timing 

Children & Young People - Education     

Schools 12 
All Saints CE Primary 6 Q2 

Baring Primary 6 Q1 

Beecroft Garden Primary 6 TBC 

Brent Knoll School (Special) 7 TBC 

Brindishe Lee Primary 6 TBC 

Coopers Lane Primary  6 Q1 

Downderry Primary  6 TBC 

Elfrida Primary  6 TBC 

Eliot Bank Primary  6 TBC 

Gordonbrock Primary  6 TBC 

Greenvale Special (Special) 7 TBC 

Grinling Gibbons Primary 6 TBC 

Haseltine Primary  6 TBC 

Holy Trinity CE Primary 6 TBC 

John Ball Primary 6 TBC 

Kelvin Grove Primary 6 TBC 

New Woodlands (Special) 7 TBC 

Perrymount Primary 6 TBC 

Sir Francis Drake Primary  6 TBC 

St Bartholomew's CE Primary 6 TBC 

St James' Hatcham CE Primary  6 TBC 

St John Baptist CE Primary 6 TBC 

St Saviour's RC Primary 6 TBC 

St William of York Catholic Primary 6 TBC 

St Winifred's Catholic Primary 6 TBC 

Our lady and St Philip Neri RC primary school  6 TBC 
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Annex 2 - Internal Audit Charter for 2021/22 
1. Introduction 
This Charter provides the framework for the conduct of internal audit activities in the London Borough 
of Lewisham.  It sets out the purpose, authority and responsibilities of the Council’s service. 
 
The Chartered Institute of Public Finance and Accountancy has adopted the Public Sector Internal 
Audit Standards (PSIAS) since 1 April 2017. These apply to all internal audit service providers, 
whether in-house or contracted partners.  

2. Purpose 
Internal audit is an independent, objective assurance and consulting activity designed to add value 
and improve an organisation’s operations. It helps an organisation accomplish its objectives by 
bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk 
management, control and governance processes.  
 

3. Scope 
All of Lewisham Council’s activities (including outsourced activities and shared service arrangements) 
and legal entities are within the scope of Internal Audit. Internal Audit determines what areas within 
its scope should be included within the annual audit plan by adopting an independent risk-based 
approach, but this does not necessarily cover all potential scope areas every year. The audit 
programme includes obtaining an understanding of the processes and systems under audit, 
evaluating their adequacy, and testing the operating effectiveness of key controls. Internal Audit can 
also, where appropriate, undertake special investigations and consulting engagements at the request 
of the Audit Panel, senior management and regulators. 
 
Notwithstanding Internal Audit’s responsibilities to be alert to indicators of fraud and weaknesses in 
internal control which would permit fraud to occur, the Internal Audit activity will not undertake specific 
fraud-related work.  Such work is carried out by the Council’s Anti-Fraud & Corruption team.  
 
Internal Audit will coordinate activities with other internal and external providers of assurance and 
consulting services to ensure proper coverage and minimise duplication of effort. 
 

4. Authority 
The Council is required under the Accounts and Audit Regulations 2015 (Regulation 5) to “undertake 
an effective internal audit to evaluate the effectiveness of its risk management, control and 
governance processes, and taking into account public sector internal auditing standards or guidance.  
The Internal Audit function of the Lewisham Council derives its authority from the Board through the 
Audit Panel. The Chief Audit Executive is authorised by the Audit Panel and the Council’s Financial 
Regulations (which are part of the Constitution) to have full and complete access to any of the 
organisation’s records, properties and personnel. The Chief Audit Executive is also authorised to 
designate members of Internal Audit staff to have such full and complete access in the discharging of 
their responsibilities and may engage experts to perform certain engagements, which will be 
communicated to management. Internal Audit will ensure confidentiality is maintained over all 
information and records obtained in the course of carrying out audit activities. 
 

5. Responsibilities 
The Chief Audit Executive is responsible for preparing the annual audit plan in consultation with the 
Audit Panel and senior management, submitting the audit plan, internal audit budget, and resource 
plan for review and approval by the Audit Panel, implementing the approved audit plan, and issuing 
periodic audit reports on a timely basis to the Audit Panel and senior management.  
 
The Chief Audit Executive is responsible for ensuring that the Internal Audit function has the skills and 
experience commensurate with the risks of the organisation. The audit plan will be delivered by a 
team of in-house auditors, supplemented by bought-in services from PwC and Mazars.  The Audit 
Panel should make appropriate enquiries of senior management and the Chief Audit Executive to 
determine whether there are any inappropriate scope or resource limitations. 
 
It is the responsibility of management to identify, understand and manage risks effectively, including 
taking appropriate and timely action in response to audit findings. It is also management’s Page 96



 

responsibility to maintain a sound system of internal control and improvement of the same. The 
existence of an Internal Audit function, does not in any way relieve them of this responsibility. 
 
Management is responsible for fraud prevention and detection. As Internal Audit performs its work 
programmes, it will be observant of manifestations of the existence of fraud and weaknesses in 
internal control which would permit fraud to occur or would impede its detection. 
 

6. Independence 
Internal Audit staff will remain independent of the business and shall report to the Chief Audit 
Executive who, in turn, shall report functionally to the Audit Panel and administratively to the Director 
of Corporate Services. 
 
The Chief Audit Executive is seconded on an interim basis from PricewaterhouseCoopers (PwC).  All 
additional services commissioned from PwC are agreed in advance with the Director of Corporate 
Services.  The Chief Audit Executive and Internal Audit staff shall have no direct operational 
responsibility or authority over any of the activities they review. Therefore, they shall not develop nor 
install systems or procedures, prepare records or engage in any other activity which they would 
normally audit. Internal Audit staff with real or perceived conflicts of interest must inform the Chief 
Audit Executive as soon as these issues become apparent so that appropriate safeguards can be put 
in place. 
 

7. Professional competence and due care 
The Internal Audit function will perform its duties with professional competence and due care. Internal 
Audit will adhere to the Definition of Internal Auditing, Code of Ethics and the Standards for the 
Professional Practice of Internal Auditing that are published by the Institute of Internal Auditors.  
Internal Audit will also adhere to the requirements of the PSIAS.  In particular, the Internal Audit 
service is bound by the two essential components of the Code of Ethics: Principle and Rules of 
Conduct, applicable to the four elements of integrity, objectivity, confidentiality and competency. 
 

8. Monitoring and reporting 
At the end of each audit, the Chief Audit Executive or designee will prepare a written report and 
distribute it as appropriate.  Internal Audit will be responsible for appropriate follow-up of audit findings 
and recommendations. All significant findings will remain in an open issues file until cleared by the 
Chief Audit Executive on behalf of the Audit Panel.  
 
Executive directors, directorate management teams and the Executive Management Team will be 
updated quarterly on progress with the delivery of relevant audit work as well as managers’ progress 
with the implementations of audit actions.    
 
The Audit Panel will be updated regularly on the work of Internal Audit through periodic and annual 
reports. The Chief Audit Executive shall prepare reports of audit activities with significant findings 
along with any relevant recommendations and provide periodic information on the status of the annual 
audit plan. 
 
Where necessary, the Chief Audit Executive will meet with the Chair of the Audit Panel in private to 
discuss internal audit matters. 
 
The performance of Internal Audit will be monitored through the implementation of a Quality 
Assurance and Improvement Programme, the results of which will be reported periodically to senior 
management and the Audit Panel. 
 

9. Other internal audit work 
Internal Audit may perform consulting and advisory services related to governance, risk management 
and controls as appropriate for the Council. Internal Audit may also evaluate specific operations at 
the request of senior management. Based on its activity, Internal Audit is responsible for reporting 
significant risk exposures and control issues identified to senior management. 
 
Internal Audit will be informed of major projects and their progress through continued discussion with 
management and attendance at project working groups, where invited to attend.  Where a project 
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team seeks advice or further support from Internal Audit, the request will be treated as one for 
consultancy support and make appropriate arrangements to ensure future objectivity is not impaired. 
 
Internal Audit may carry out assurance work for third parties (i.e. organisations outside of the Council). 
Assurances provided to third parties are provided in line with the assurance standards provided to the 
Council, as described within this document. 
 
The Internal Audit service is guided by the Institute of Internal Auditors’ position paper on The Role of 
Internal Auditing in Enterprise-Wide Risk Management and therefore Internal Audit will not undertake 
any roles defined as inappropriate by that guidance. Inappropriate roles include setting the Council’s 
risk appetite, imposing a risk management process and taking on full accountability for risk 
management.  Internal Audit work is largely limited to supporting working groups throughout the 
Council and facilitating the identification and evaluation of risks. 
 

10. Quality assurance 
Internal Audit activity will adhere to The Institute of Internal Auditors' mandatory guidance including 
the Definition of Internal Auditing, the Code of Ethics and the International Professional Practices 
Framework. This guidance constitutes principles of the fundamental requirements for the professional 
practice of internal auditing and for evaluating the effectiveness of internal audit performance to 
ensure that engagements are performed with proficiency and due professional care.  In addition, 
Internal Audit will adhere to the Council's relevant policies and procedures and the internal audit 
activity's standard operating procedures manual. 
 
All Internal Audit staff will be trained to fulfil their roles and responsibilities and will each maintain their 
professional competence through an appropriate ongoing professional development programme. 
When necessary, in-house Internal Audit resources will be supplemented by external resources. 
 
The Internal Audit service maintains a Quality Assurance and Improvement Programme (QAIP) 
designed to gain assurance that the work of Internal Audit is compliant with the PSIAS and achieves 
its objectives. The results of the QAIP and progress against any improvement plans will be reported 
to senior management and the Audit Panel. An independent assessment of compliance with the 
PSIAS is planned for 2021/22. 
 
To demonstrate conformance with the Definition of Internal Auditing, the Code of Ethics and the 
PSIAS, the results of internal and periodic external assessments are communicated upon their 
completion and the results of ongoing monitoring are communicated at least annually. The results 
include the assessor’s or assessment team’s evaluation with respect to the degree of conformance. 
 

11. Definitions 
The PSIAS require the Internal Audit Charter to define the terms ‘Board’ and ‘senior management’ for 
the purposes of internal audit activity: 
 
Board: The highest level of governing body charged with the responsibility to direct and/or oversee 
the activities and management of the organisation. This body is charged with independent assurance 
of the adequacy of the risk management framework, the internal control environment and the integrity 
of financial reporting. Throughout this document, the term ‘Board’ refers to the Full Council. 
 
Senior management: The individuals at the highest level of organisational management who have 
day-to-day responsibility for managing the organisation. Throughout this document, the term ‘senior 
management’ refers to the Executive Management Team. 
 
Chief Audit Executive: Chief Audit Executive describes a person in a senior position responsible for 
effectively managing the internal audit activity. This role is fulfilled by the Head of Internal Audit, who 
is currently Christine Webster, seconded from PricewaterhouseCoopers LLP. 
 
14 June 2021  
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Annex 3: Executive Summaries 

Pension Scheme Administration 2020-21 
(Core Controls)   
Corporate Resources (COR)  
Overall Audit Opinion – Limited 

 Process Areas High Medium Low 

▲ 1. Contributions 1 0 1 

★ 2. Transfers in and out of the Pension Scheme 0 1 0 

★ 3. Pension Payments 0 1 1 

▲ 4. Reconciliations 1 1 0 

 Total 2 3 2 

Key  ★Substantial  ● Satisfactory   ▲ Limited ■ No Assurance  

 
Assurance Opinion and Recommendations Made 

Pension Scheme Administration 2020/21 has an assurance rating of Limited. 

The previous audit completed in 2019/20 had the assurance rating of Substantial.  

The numbers of recommendations made, listed by categories are as follows: 2 High 
recommendations, 

 3 Medium recommendations (of these 1 was raised in the previous audit report), and 

 2 Low recommendations. 

 

Key Findings *indicates reoccurring finding 

 Testing of 10 active members on reduced pay due to long term sick leave and maternity 
leave identified for all 10 members that their employee contribution rate and the employer 
contribution was not calculated on their assumed pensionable pay as required by the LGPS 
Regulations 2013. This resulted in an underpayment of £829 to the pension fund for the 
sample cases in the one month tested. 

 No evidence was provided that assurance is regularly obtained that the monthly payments to 
pensioners are accurate, complete and what was expected to be paid. 

 A review of nine monthly reconciliations between pension data and the general ledger 
identified: the actions taken to resolve variances were not recorded; and seven instances 
where the reconciliation was not signed and dated by the reconciler and approver. 

 It was identified that the last life certificate exercise was carried out in 2019. However, a 
schedule for carrying out the life certificate exercise has not been developed. 

 It was identified that up to date procedure notes for calculating member pension benefits 
were not in place. In addition, the creation date or last review date was not recorded on the 
transfer value calculation procedure notes. 
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Banking 20-21   
Corporate Resources (COR)  
Overall Audit Opinion –  
Limited 

 Process Areas High Medium Low 

▲ 1. Transaction Management  2 1 0 

▲ 2. Suspense Accounts  1 0 0 

★ 3. Bank Reconciliations 0 1 0 

● 4. Information Security 0 2 0 

 Total  3 4 0 

 

Key  ★Substantial  ● Satisfactory   ▲ Limited ■ No Assurance  

 

Assurance Opinion and Recommendations Made 

Banking 20-21 has an assurance rating of Limited. 

The previous audit completed in 2019/20 had no opinion given 

 

Key Findings *indicates reoccurring recommendation 

 Testing of a random sample of 15 fund transfers from the AIM system to fund accounts 
and/or the general ledger identified five that were not properly approved and five that lacked 
sufficient backing documentation.  An excel spreadsheet summarising the fund transfer 
activity was inconsistent with key dates and the finance officers recorded on the underlying 
fund transfer forms. 

 The balance of unallocated income on the Axis Income Management (AIM) system that had 
not been cleared onto the general ledger, E45035 suspense account for unidentified income, 
was £75,789,166 as at 7th January 2021 with a total of 5019 transactions dating back to 
May 2020. The balance was £79,524,421 with 4246 transactions as at 13 November 2020. 

 The most recent reconciliation of the E45035 suspense account, at the time of the audit 
(January 2021) was October 2020.  There was an unresolved variance of £52,599,476, 
which was made up of a total of 810 unidentified income transactions, including three large 
balances totaling £49,597,167 and 37 transactions dated 2019/20 totaling £1,050,355. 

 *The income bank reconciliation was not performed promptly in the following month. Testing 
found that the income bank reconciliations for August and September 2020 were authorised 
on 09/01/2021 and that for October 2020 was authorised on 11/01/2021. 

  A new chip & pin and contactless smart mobile device was introduced in September 2020 to 
support home and remote working by enabling employees based in any location to take 
payments from customers.  However, there were no instructions given requiring or reminding 
staff to comply with the Payment Card Industry Data Security Standards. 
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 Analysis of the AIM system user access accounts identified 16 user accounts that were 
inactive during 2020-21 but had not been deactivated, and 260 active user accounts being 
used in 2020-21.  Although users' access levels could be viewed on screen via the AIM 
system, it was not clear whether a review of the access permissions of all users had been 
done to ensure these were appropriate and up to date, and that there were no conflicting 
access privileges. 

 Only one staff member was going into the office one day each week to process cheques and 
postal orders onto the AIM system. The daily/weekly cashier summaries of the cheques 
received, processed onto the AIM system and collected by the Security Collection were all 
manual records stored at Laurence House. There were no written procedure notes for the 
processing of the cheques onto the AIM system, their movement between locations or 
record keeping for cheques held in a lockable cabinet. 

 

COVID 19 - Governance Arrangements 
for Ringfenced Grants 
Chief Executives (CEX)  
Overall Audit Opinion: Limited 
 Process Areas High Medium Low 

 
 

Ringfenced Grants    

▲ 1. Governance Arrangements For COVID-19 
Ringfenced Grants 

3 1 1 

 

Assurance Opinion and Recommendations Made 

COVID -19 - Governance Arrangements for Ringfenced Grants has an assurance rating of 
Limited. 

The number of recommendations made, listed by categories are listed below: 3 High 
recommendations, 

 1 Medium Recommendations, and 

 1 Low Recommendation. 

 

Key Findings  

Ringfenced Grants  

 Of the £1,624,275 infection control grant (round 1) received by the Council in May and July 
2020, £204,311 was unaccounted for 

 A review of the completed proformas for five care homes on how they had spent the 
infection control grant, identified for all five care homes that a portion of the infection control 
grant had not been spent on the infection control measures stipulated in the grant conditions. 
In addition, the roles and responsibilities for the administration of the infection control grant 
was not documented 

  A review of the infection control grant spend return to the Department of Health and Social 
Care (DHSC) identified that the amount dispensed and spent by 30 September 2020 did not 
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agree to the supporting information provided as part of the audit. In addition, the spend 
return and signed assurance statement was submitted on 9 October 2020 which was past 
the deadline of the 30 September 2020 

 The measures / areas on which the Council plans to spend the test, trace and contain grant 
of £2,267,070 have not been documented and approved. 

 

Highways Contracts 2020/21   
Housing, Regeneration and Public Realm 
(HRP)  
Overall Audit Opinion - Limited

 Process Areas High Medium Low 

● 1. Approval 0 2 0 

▲ 2. Commissioning of Works 2 1 1 

★ 3. Payments to Contractors 0 1 2 

★ 4. Budget Monitoring  0 1 0 

 Total 2 5 3 

Key  ★Substantial  ● Satisfactory   ▲ Limited ■ No Assurance  

 

Assurance Opinion and Recommendations Made 

Highways Contracts has an assurance rating of Limited. 

The numbers of recommendations made, listed by categories are as follows: 2 High 
recommendations, 

 5 Medium recommendations, and 

 3 Low recommendations. 

 

Key Findings  

 Testing of 18 jobs passed to contractors on the Confirm system identified 10 of the jobs had 
been passed to the contractor to carry out the work prior to the relevant purchase order 
being approved by an authorised signatory on Oracle Cloud. In addition, a review of 13 POs 
identified nine instances where the value of the PO on Oracle Cloud did not match the 
original job value on Confirm. 

 Testing of nine jobs where the final job price was greater than original price identified eight 
instances where the variation to the job was not recorded and costed on Confirm. In 
addition, it was identified for two jobs where the engineer agreed a variation to the job 
specification which led to the job price increasing that the purchase order value on Oracle 
Cloud was not increased to cover the revised cost and approved by an authorised signatory 
prior to the contractor carrying out the work. 

 A review of four highways and transport capital projects identified for one project that the 
scheme's budget on the Project Initiation Document (PID), capital programme spreadsheet 
and most recent bi-monthly progress monitoring report were all different. 
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 The carriageways and footways work programme for 2020/21 was not presented to Mayor 
and Cabinet for their approval as required by the Asset Management Strategy (Highways). 

  Procedure notes were not in place for the main processes of the Highways service. 

 Testing of seven purchase orders (POs) identified five of the POs were still open on Oracle 
Cloud even though all invoices had been received and paid 

 Testing of four highways and transport projects identified for two of the projects that a bi-
monthly progress report had not been presented to the Regeneration and Capital 
Programme Delivery Board since the project initiation document (PID) was approved. 
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17. Annex 4 – Definitions of audit assurance classifications 

Explanations for Assurance Opinions  

Each ‘assurance’ internal audit review is assessed with an opinion on the standard of 
controls in place based on the fieldwork conducted.  The following table explains these 
opinions. 

 

Assurance Opinion  Definition  

★ Substantial 
A strong framework of controls is in place to ensure that the service 
area is likely to achieve its objectives.  The controls in place are 
consistently applied or with only minor lapses.  

●  Satisfactory  
A sufficient framework of controls is in place, but could be 
strengthened to improve the likelihood of the service area achieving 
its objectives. The controls in place are applied, but with some 
lapses.  

▲  Limited  
There are insufficient controls in place. This increases the likelihood 
of the service area not achieving its objectives.  Where controls do 
exist, they are not consistently applied.   

■   No Assurance  
The framework of controls is inadequate.  This significantly 
increases the likelihood that the service area will not achieve its 
objectives.  Where controls do exist, they are not applied.   

 

Definition of Category of Recommendation 

Internal Audit rates each recommendation as High, Medium or Low.  This rating indicates to 
management the risk exposure from issues identified in the audit and the importance of 
implementing the recommendation.   

Rating Definition 

High It is crucial that this recommendation is implemented urgently. This will ensure 
that the service area will significantly reduce the risk of not meeting its 
objectives.    

Medium Implementation of this recommendation should be completed as soon as 
possible, to improve the likelihood of the service area meeting its objective. 

Low  Implementation of this recommendation would enhance control or improve 
operational efficiency.   
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Audit Panel 

 

 

 

 
 

1.   Recommendations 

1.1 The Audit Panel are recommended to:  

(i) note this report  

(ii)  agree that the Risk Management Strategy 2017 – 2020 should be 
updated to reflect the current reporting arrangements and extended for 
a further year 

Report title: Risk Management Update 

Date:  23 June 2021 

Key decision: No  

Class: Part 1  

Ward(s) affected: All 

Contributors: David Austin, Director of Corporate Resources, Karen Eaton, Group 
Manager, Insurance and Risk  

 

Outline and recommendations 

1. The purpose of this report is to update members of the Audit Panel on the 
Council’s Strategic Risks, as detailed in the Strategic Risk Register, for the 
quarter ending 31 March 2021. 
 

2. Audit Panel are recommended to: 
 
(i) note this report 

 
(ii) agree that the Risk Management Strategy 2017 – 2020 should be updated 

to reflect the current reporting arrangements and extended for a further 
year. 
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2. Policy Context 

2.1 The contents of this report are consistent with the Council’s policy framework. 
It supports the priorities set out in the Corporate Strategy 2018-2022:  

 Open Lewisham 

 Tackling the housing crisis 

 Giving children and young people the best start in life 

 Building an inclusive local economy 

 Delivering and defending: health, social care and support 

 Making Lewisham greener 

 Building safer communities  

2.2 It supports all of the Council’s priorities generally through effective risk 
management for all of its activities and duties.  

3.  Background  

3.1 Risk is identified and managed in accordance with the Council’s Risk 
Management Strategy.  The Risk Management Strategy was previously 
reported to Audit Panel in September 2020.  

3.2 The review/refresh of the Strategy has been delayed as a result of the 
diversion of resources due to Covid-19 and the Finance Restructure which 
may impact the resourcing of risk management. A paper discussing options 
will be taken to EMT in due course and the outcome will be reported to Audit 
Panel. 

3.2 In anticipation of the outcome of the review, it was agreed that the Internal 

Control Board (ICB), to whom risk was previously reported, would be 

disbanded following its meeting in February 2020 and risk has been reported 

to EMT and Audit Panel since September 2020. 

3.3 The Risk Management Strategy has been updated to reflect the current 

reporting arrangements and is attached at Appendix B. 

3.3 This reports summarises the risks identified as at the end of March 2021. 

4. Summary of Strategic Risk Changes this quarter 

4.1 Cultural resistance to change negatively impacting employee relations has 
been added to the Strategic Risk Register as a new red risk since the last 
review by the Audit Panel.   The Brexit risk has been deleted this quarter as 

the impacts are no longer specific to that event.  The narrative and actions 
have been updated throughout the register, as detailed in the change log. 

4.2 There is one score change in the Strategic Risk Register.  1.B.4  Impact of 
Climate Change has increased from an amber rating (12) to a red rating (15). 

4.3 Potential policy changes following the Queen’s speech may introduce risks so 
this has been added to the Horizon Scan. 
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4.3 The key risks anticipated for the next 12 months are recorded in the Strategic 

Register and key risks are shown in the table below in order of the current risk 

ranking. 

Key Risks Ref            Title Current Target Change 

Red-Red  1.A.1  Info Governance Failure 16 8 None 

High Risk and 
big variance 
current to target  

2.A.1  Internal Control                16 8 None 

  2.B.2  Cyber Security 15 5 None 

  5.A.1  Un-balanced budget 25 4 None 

Amber-Red  1.A.2 Implement service changes  12 4 None 

Medium Risk 
and big 
variance current 
to target  

1.B.1 Health & Safety 12 6 None  

  1.B.2 Legislative change 12 5 None 

  1.B.4 Impact of Climate Change 15 6 +3  

  2.B.1 ICT infrastructure 12 5 None 

  3.B.1 Ineffective partnership working  8 4 None  

  3.B.2 Integrated models for health & 
care  

12 4 None 

  4.A.1 Strategic supplies/procurement  12 6 None 

  4.B.1 Performance failure   12 4 None 

  5.A.2 Unforeseen expenditure                                                                                                                                                                                                     12 6 None 

Red-Amber  2.A.3 Delivery of strategic change  15 10 None 

Red-Green  2.A.2 Failure in Child Safeguarding  25 20 None  
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High Risk with 
minor variance 
to target  

2.A.5 Serious Adult Safeguarding 
Concern  

20 20 None 

 

5.B.2 Failure to contain impacts of 
Covid-19 

20 16 None  

     

 

5. Completion of Planned Actions 

5.1 All actions in the Strategic Register are either completed or progressing satisfactorily 

in accordance with expected timescales, with the exception of those listed below 

where the dates have slipped or been extended largely due to the diversion of 

resources as a result of COVID-19. 

1.A.1     Information governance actions continue as work in progress but completion 
dates have slipped. 

2.A.2     Child Safeguarding Workforce development, Supervision Policy and CSE 
Strategy slipped from September 20 to April 2021. 

2.B.1     The Planning system is deemed at risk as out of support but no firm timeline 
yet agreed to replace. 

2.B.2     IT security and disaster recovery plans and recovery testing actions 
(including M365) have slipped to Sep 21. 

3.B.2     Operational Care at Home model (due Jan 21) date has slipped. 

 

6. Horizon Scan – Future Risks 

6.1 The following circumstances, identified through the PESTLE framework, may impact 

on the Council in the near future. Audit Panel will wish to assure themselves that 

there have been no changes in circumstances that would lead them to recommend 

that these risks should be added to the strategic risk register now or change an 

existing risk.  

Political 

 Integration of elements of the Health system – including commissioning. 

 Changes to funding flows in respect of NNDR and CTax Benefit. 

 Loss of Business Rates income from appeals &/or proposals to devolve to local 
level. 

 Trend to free schools and academies and falling rolls. 

 Governance and operational impact of Devolution agenda for London on 
Lewisham priorities and services.  

  Potential policy changes following the Queen’s speech 
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Economic  

 Continuing austerity measures restricting work of local government. 

 Catford and Lewisham regeneration/development, including Bakerloo line, new 
build priorities, organisation of housing service providers.   

 Impact of migration on demand for services (short and medium term).  

 Changes to National Funding Formula for schools and falling rolls. 

 Recession and contraction of the economy as a result of the COVID-19 
Pandemic and other regulatory changes. 

 

Social  

 Resourcing (skills) mix and staff churn from reorganisation changes. 

 2021 Census outcomes and predicted demographic changes. 

 Consequence of Brexit and Home Office actions.  

 Consequence of COVID-19 and widening inequalities. 

 Estate rationalisation and impact on ways of working. 

 

Technological  

 IT and digital strategy and fit for purpose systems to support changing ways of 
working. 

 Impact of Universal Credit, Welfare Reform and Public Services legislation. 

 

Legislation  

 Scale and pace of statutory/legislative changes, e.g. Social Care changes. 

 Flood and Water Management Act. 

 

Environment  

 Carbon Reduction Commitment. 

 

7. Summary & Conclusions 

7.1 The Council manages risk in accordance with its Risk Management Strategy 2017 – 

2020.  This Strategy has been amended to reflect the current reporting 

arrangements.  It is recommended to extend this Strategy for a further year to 2022.  

7.2 The risk registers have been reviewed for the period ending 31 March 2021 and the 

Strategic Risk Register has been updated to reflect the current assessment of risk to 

the Council. 

7.3 The register was reviewed and approved at EMT at its meeting on 12 May 

2021 and is appended to this report at Appendix A. 
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7.4 There has been one new risk added since the December register (Cultural 

resistance to change negatively impacting employee relations).  There is one 

score change (Impact of Climate Change) and one risk deletion this quarter 

(Brexit). 

7.5 The Risk Management Strategy will be updated during 2022, following 

completion of the Finance Restructure, resources permitting. 

 

8. Financial Implications 

8.1 There are no direct financial implications arising from this report.  However, 
this report advises on the identification and management of risk with the 
objective of aiding management of those risks and thereby reducing 

unanticipated financial pressures.    

 

9. Equalities Implications 

9.1 There are none arising directly from this report.  

9.2 The Equality Act 2010 (the Act) introduced a public sector equality duty (the 
equality duty or the duty).  It covers the following protected characteristics: 
age, disability, gender reassignment, marriage and civil partnership, 
pregnancy and maternity, race, religion or belief, sex and sexual orientation. 

In summary, the Council must, in the exercise of its functions, have due regard 
to the need to: 

 eliminate unlawful discrimination, harassment and victimisation and 
other conduct prohibited by the Act. 

 advance equality of opportunity between people who share a protected 
characteristic and those who do not. 

 foster good relations between people who share a protected 
characteristic and those who do not. 
 

It is not an absolute requirement to eliminate unlawful discrimination, 
harassment, victimisation or other prohibited conduct, or to promote equality of 
opportunity or foster good relations between persons who share a protected 
characteristic and those who do not. It is a duty to have due regard to the need 
to achieve the goals listed above. 
 
The weight to be attached to the duty will be dependent on the nature of the 
decision and the circumstances in which it is made. This is a matter for Mayor 
and Cabinet, bearing in mind the issues of relevance and proportionality. 
Members must understand the impact or likely impact of the decision on those 
with protected characteristics who are potentially affected by the decision. It is 
not an absolute requirement to eliminate unlawful discrimination, advance 
equality of opportunity or foster good relations. The extent of the duty will 
necessarily vary from case to case and due regard is such regard as is 
appropriate in all the circumstances. 
 
The Equality and Human Rights Commission has recently issued Technical 
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Guidance on the Public Sector Equality Duty and statutory guidance entitled 
“Equality Act 2010 Services, Public Functions & Associations Statutory Code of 
Practice”. The Council must have regard to the statutory code in so far as it 
relates to the duty and attention is drawn to Chapter 11 which deals particularly 
with the equality duty. The Technical Guidance also covers what public 
authorities should do to meet the duty. This includes steps that are legally 
required, as well as recommended actions. The guidance does not have 
statutory force but nonetheless regard should be had to it, as failure to do so 
without compelling reason would be of evidential value. The statutory code and 
the technical guidance can be found at:  

https://www.equalityhumanrights.com/en/advice-and-guidance/equality-act-
codes-practice 

https://www.equalityhumanrights.com/en/advice-and-guidance/equality-act-
technical-guidance 

 

10. Legal Implications 

10.1   The Authority has a duty to safeguard Council services and assets and seeks 
to meet that duty by having appropriate risk management arrangements in 
place.   

10.2 The Audit & Accounts Regulations 2015 places a responsibility on relevant 
authorities to ensure that it has a sound system of internal control which: 
 
 (a) facilitates the effective exercise of its functions and the achievement of its 
aims and objectives; 
(b) ensures that the financial and operational management of the authority is 
effective; and 
(c) includes effective arrangements for the management of risk. 
  

10.3 The Council’s Risk Management Strategy 2017-2020 aims to ensure that the 
Council’s arrangements reflect the current best management practice as 
detailed in the Management of Risk in Government Framework and the HM 
Treasury Orange Book – Management of Risk – Principles and Concepts and 
is compliant with the statutory requirements as defined in the Audit & 
Accounts Regulations 2015. 

 

11. Climate change and environmental implications 

11.1 There are none arising directly from this report however the impact of climate 
change (e.g. air quality, extreme weather, flooding, compliance with new 
requirements/standards for service delivery) is included in the Strategic Risk 
Register as a risk that is currently rated as amber. 
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12. Crime and disorder implications 

12.1 There are none arising directly from this report however some of the risks 
recorded within the Strategic Risk Register have crime and disorder 
implications (e.g. 3.B.1 Multi-agency Governance). 

 

13. Health and wellbeing implications  

13.1 There are none arising directly from this report however some of the risks 
recorded within the Strategic Risk Register have health and wellbeing 
implications (e.g.Multi-agency Governance, Failure to agree with partners 
integrated delivery models for local health and care services) and others could 
impact indirectly. 

 
 
Report Author 

If there are any queries on this report, please contact Karen Eaton, Group 
Manager, Insurance & Risk, on extension 46849, 2nd floor, Town Hall 
Chambers. 
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Risk Management Strategy  – 2017 – 2022 

Risk Management Strategy 
 

The previous Risk Management Strategy (2013-2017) has been reviewed and amended to ensure that it 
reflects current best management practice as detailed in the Management of Risk in Government 
Framework and is aligned with BS ISO: 31000 and the HM Treasury Orange Book – Management of Risk – 
Principles and Concepts .  Our risk management arrangements must be compliant with the statutory 
requirements as defined in the Audit & Accounts Regulations 2015.  
 
The need for effective risk management is heightened yet further as we face the significant challenges of 
delivering unprecedented cost reductions whilst maintaining high quality services.  The scale and pace of 
change and the need for more creative service delivery models adds to the complexity in identifying and 
managing risks. 
 

1.0 Introduction 
 

The London Borough of Lewisham has developed and adopted this Risk Management Strategy, which will 
be implemented during the period 2017 - 2022, with the objective of meeting its Risk Management Policy 
and Mission Statement on risk management: 
 

The Risk Management Policy of the London Borough of Lewisham is to adopt good practice in 
the identification, evaluation and cost-effective control of risks to ensure that they are eliminated 
or managed to an acceptable level and the benefits and outcomes of opportunities are 
maximised. 

 
Risk will be considered in every aspect of our business .Risk management will be at the heart of our 
management practice to ensure that we will be in a stronger position to deliver excellent, efficient services in 
accordance with our business objectives and the authority’s exposure to risk will be effectively managed and 
opportunities optimised. 
 
All employees will understand the nature of risk and accept responsibility for risks associated with their area of 
authority. The necessary support, assistance and commitment of senior management will be provided to 
equip and enable employees to meet their responsibilities. 
 
A statement on the assessment of the authority’s risk management arrangements and their effectiveness will 
be published annually in the Annual Governance Statement. . 
 

The Risk Management Policy and Strategy aims to equip the Authority to: 
 

 Manage risks in accordance with its risk appetite, thereby enabling it to achieve its objectives more 
effectively. 

 Integrate identification and management of risk into the culture of the Authority. 

 Harness risk management to identify opportunities and maximise benefits and outcomes. 

 Anticipate and respond in a proactive and timely manner to all social, environmental and legislative 
changes and directives that may impact delivery of its objectives 

 Demonstrate increasing confidence in its ability to deal effectively with uncertainty presented by 
internal and external pressures. 

 
The Policy and Strategy will be reviewed triennially to ensure that it continually reflects the Authority’s 
business needs, adds measurable value and remains challenging and responsive to Government direction 
and requirements. 

 
 

This strategy will assist the Authority in achieving compliance with our Code of Corporate Governance, 
‘Risk Management and Internal Control’ and our Risk Management Policy.   It will also ensure that the 
Council meets the statutory regulations for risk management, as identified in the Audit and Accounts 
Regulations 2015 and follows best practice as defined by CIPFA.   
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Lewisham recognises the benefits of effective risk management as: 
 

Strategic 

Ensure the health, safety and security of service users, citizens & staff 

Meet changing needs of customers/citizens, including disadvantaged groups 

More efficient use of management time through improved ability to deliver goals/targets/objectives 

Improved management information resulting in more informed decision making. Supports transparency 
and accountability.  

Reducing service disruption (and associated costs) 

Greater financial control and reduction in level of uncontrolled expenditure 

Systematic approach to identifying and reducing risks 

Compliance with statutory regulations 

 
 

Operational 

Reducing the likelihood of injury to citizens and employees 

Protect service delivery and its quality 

User focussed service delivery, accessible by all, including disadvantaged groups 

Avoid financial loss through fraud and corruption 

Preventing damage to property and equipment 

Minimising the cost of damages to the Council 

Inform the appropriate method of risk financing and reducing insurance costs 

Protect the image and reputation of the Authority 

 
 

 2.0 Objectives 
 
The Risk Management Objectives of the London Borough of Lewisham are to: 

 

 Ensure the health, safety & security of service users, citizens and staff 

 Safeguard vulnerable children and adults to help prevent injury and damage 

 Help to achieve Corporate priorities 

 Integrate risk management into the culture of the Authority 

 Identify, evaluate and manage risk in accordance with good practice 

 Ensure legal and regulatory compliance as a minimum standard 

 Anticipate and respond to changing social, environmental and legislative requirements 

 Raise awareness of the need for risk management in all service areas 

 Mitigate risks 

 Enhance corporate governance of risk 

 Optimise opportunities 

 Reduce the cost of risk 

 Safeguarding Council assets 
 

 

3.0 Risk Management Framework 
 
This strategy approves a framework for risk analysis and risk management, based on a seven-step plan 
and in accordance with published guidance. 
 

 

1. Identifying Risk     
2. Analysing Risk     
3. Profiling Risk 
4. Prioritising Action 
5. Determining Action 
6. Controlling Risk 
7. Monitoring and Reporting Progress 

Risk Analysis 

Risk Management 
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Risks will be identified at five levels: corporate strategic risks, directorate risks, service level risks, project 
management risks and partnership risks. 
 
 

3.1 Strategic Risks 
 

Strategic Risks will be taken into account in judgements about the medium to long-term goals and 
objectives of the Council.  They may be risks relating to changes in the external context or significant 
financial constraints within which we operate and examples are given in Table 1. 
 

Table 1: Types of Strategic Risk 
 

1 Comply with the Law 
 

1A Governance 
e.g. Compliance with the Constitution (decision making etc), Judicial Review; Investigations; 
Data Breaches etc 

  

1B Regulatory 
e.g. Breach of Statutory Duties; Health & Safety Breach; Poor Inspection outcome 
(OFSTED, CQC etc) 

  

2 Provide Services to Users 
 

2A Process 
Lack of Policies/Procedures; Poor Internal Audit; Customer Needs not met; Complaints; 
Poor Customer Satisfaction etc 

  

2B Technology 

 System Availability; System Does Not Meet Business Needs; Failure in Delivery of Digital 
Programme etc 

  

3 Developing Staff & Partners 

  

3A Workforce 

 PES; HR Casewrok; Employee Relations; Recruitment and Retention issues etc 

  

3B Partnerships 

 Breakdown of Relationships; Conflicting Objectives etc 

  

4 Services Represent Value for Money 

  

4A Procurement 

 Non-compliance with Procurement Regulations; Use of Corporate Procurement Procedures; 
Contract Monitoring not Ensuring VFM etc 

  

4B Performance 

 Timely, Accurate, Complete Data; Lack of Clear Objectives; Incomplete Records; Effective 
Scrutiny of Outcomes v Objectives etc 

  

5 Manage Within Budget 

  

5A Financial 

 Budget Overspend; Non-Delivery of Savings; Compliance with Standing Orders/Financial 
Regulations/Schemes of Delegation etc 

  

5B Business Continuity 

 BCPs Not Maintained; BCPs Not Tested; Adverse Weather; Major External Incident etc 
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3.1.1 Strategic Risk Analysis 
 
Executive Directors will work with their management teams to identify potential significant risks on a six to 
twelve month rolling horizon and analyse those risks in two ways; by the likelihood or frequency of the risk 
event occurring and by the severity/impact on the organisation of the risk event occurring.  
 
Risks identified will be linked to the corporate priorities and to the following risk categories to facilitate 
analysis of cross-cutting risks and identify mutual benefits. 
 
Risk Categories 

1. Compliance with the Law 
2. Provide services to users 
3. Developing staff and customers 
4. Services represent value for money 
5. Manage within budget 

 
Each Directorate will produce a Directorate Risk Register quarterly, specifying the likelihood or frequency of 
the risk event occurring and the severity/impact on the organisation.  
 
Each risk will be assessed to determine the current status after existing mitigation and control, and then a 
target status (or ‘risk appetite) will be set for the risk. The scoring will be in accordance with the risk matrix 
and descriptors at Appendix 2. The register will identify an officer responsible for the risk and identify what 
action will be taken for any risks that are off target, together with dates by when the actions will be taken.  
 
The Directorate Registers will be reported quarterly to the Executive Management Team (EMT) and Audit 
Panel for scrutiny and monitoring. 
 
Directorate Management Teams will review their risk registers and undertake a ‘horizon scan’ of potential 
emerging risks on a quarterly basis and note these in the register for future monitoring. 
 
 
3.1.2 Strategic Risk Management 
 
The risk assessment matrix adopted by Lewisham is shown in Figure 1 below. 
 
 

Figure 1: Risk Assessment Matrix 
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   Low  Med  High  
 

  
 

 IMPACT 

 
 
Strategic Risk Descriptors are attached at Appendix 2. 
 
Some strategic risks may already be well managed, some may require further mitigation whilst others may 
be beyond the control of the Council and may simply require active monitoring and contingency 
arrangements.  Actions determined to manage risk may include:  
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Avoid 

 
Terminate the risk – by doing things differently and thus removing the risk where it is feasible 
to do so. Countermeasures are put in place that either stop the threat or problem from 
occurring or prevent it having any impact on the project or business. 
 

 
Eliminate or 

Reduce 

Treat the risk – take action to control it in some way where the actions either reduce the 
likelihood of the risk developing, or limit the impact to acceptable levels. 

Transfer 

 
This is a specialist form of risk reduction where the management of the risk is passed to a 
third party such as an insurance policy or penalty clause so that the impact of the risk is no 
longer an issue for the Council. Not all risks can be transferred in this way however. 
 

Accept 

 
Tolerate the risk - because the activity is desirable or mandatory and nothing can be done at a 
reasonable cost to mitigate it, or the likelihood and impact of the risk occurring are at an 
acceptable level.  The cost of controls must be proportionate to the risk. 
 

 
 
Details of existing internal controls for each risk will be listed in the Directorate Risk Registers. Links to 
other reporting mechanisms (e.g. performance management, business continuity management) or 
supplementary control documents (e.g. service plans, business continuity plans, action plans arising out of 
internal and external reviews etc) are to be noted to provide assurance that risks are systematically 
controlled.   
 
‘SMART’ action plans (specific, measurable, achievable, realistic and timely) will be detailed in the 
Directorate Risk Registers. Risks that have been identified will be reported and monitored on a regular 
basis according to the Reporting Framework (See Section 4.0  Roles and Responsibilities). 
 
The RAG rating for each strategic risk will be reported quarterly together with performance against target 
and direction of travel against last quarter. 
 
3.2 Operational Risks 
 
Operational Risks will be encountered as part of the day to day Council business. They are risks that may 
affect our ability to deliver satisfactory service provision. Heads of Service will be responsible for analysing 
risks that could affect the ability to deliver services and meet objectives in their operational area.   
 

3.2.1 Operational Risk Analysis 
 
Risk will be considered as part of the Service Planning process and the key risks for the forthcoming year 
will be identified in Service Plans.  The key risks in each of the categories will be assessed in terms of 
likelihood and impact, in accordance with the following key and as detailed in the Risk Assessment 
Guidance at Appendix 3.   
 

Judgement Score 

Very High 5 

High  4 

Medium  3 

Low  2 

Very Low  1 

 
Mitigation measures will be recorded and monitored as part of the routine service planning process, 
business continuity and performance management monitoring processes, Heads of Service will work with 
their teams to monitor, identify and analyse operational risks on a six to twelve month rolling horizon. 
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Risks for escalation to the Directorate Risk Register are to be reported to Directorate Management Teams. 
 
3.3 Project Management   
 

A project is generally defined as a time limited activity, designed to deliver a particular objective, through 
making a change of some kind.  In a climate of continuous change and service development, project-
related activity is increasing across the Council.  It is vital that risks to a project are identified and assessed, 
with necessary controls put in place to ensure that a project is delivered successfully. 
 
The management of project risks is an important element of the Lewisham Project Management training 
course, and the approach adopted in the course is consistent with that of the overall Risk Management 
Strategy. Additionally, the Project Management Guide also sets out the methodology to analyse and 
manage risks to a project’s success which is consistent with the risk management strategy.   
 
Identification and management of project risks are documented by the use of a Risk Register in the Project 
Initiation Document (PID).  
 
The roles and responsibilities relating to management of project risk are summarised in the following table:- 
 

Group/Individual Roles and Responsibilities 

 
Project Managers 

 

 Identify risks to project and assess the impact and likelihood of 
such risks through completion and monitoring of Project Initiation 
Document (PID) 

 Nominate owners for each risk to the project and monitor actions 
to control risks, instigating contingency actions where necessary 

 
Programme Management 
Team 

 

 Provide advice, training and support to Project Managers  

 Support the Lewisham project monitoring infrastructure 

 
Corporate Project Board & 
Project Review Groups 
(PRGs) 

 

 Initial and ongoing review of project risk in sign-off of PIDs and 
progress reporting 

 Notify DMT/EMT of any risks that affect the project’s ability to 
meet corporate objectives 
 

 
 
 
 
3.4 Partnership Risk Management 
 

Partnership working continues to play an increasingly critical role in achieving the Council's vision.  
Partnerships often involve complex types of risk, which can, if not correctly managed, adversely affect the 
delivery of services to end users. 
 
Managing risk in our partnerships is therefore an important element of the Council's risk management 
strategy. The Council will continue to develop and build on the good practice applied in the governance of 
its key partnerships and the management of risk associated with them. 
 
For Strategic Partnerships, the Strategic and Directorate risk registers will identify the risks to the Council 
(not the individual members or partnership overall).   
 
The Council will manage its own risks associated with the partnership and each directorate will reflect these 
in its Directorate and Strategic risk registers. 
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4.0 Roles and Responsibilities 
 
The Cabinet Member for Resources and the Executive Director for Resources & Regeneration will drive the 
process as risk management champions but managing risk is the responsibility of everyone within the 
organisation.  
 
This is not a new responsibility, but formalisation of good working practices.  Training will be provided to 
key personnel on an ongoing basis and included within induction training to ensure that Members and 
Officers are equipped with the necessary skills and knowledge to enable them to manage risk within their 
own area of responsibility and contribute to the Council’s management of risk overall.  
 
Particular roles and responsibilities are summarised in Table 3 (overleaf). 
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Table 3: Reporting Framework for Risk Management 
   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Mayor & Cabinet 

or Full Council 

 

Audit Panel 
 

 

 

Directorate Management 

Teams 

 
- Receive annual report to provide assurance 
   that the Council has considered and   
  documented risk in the Strategic Risk  
  Register 
 
 

Annually  

- Receive quarterly reports to provide 
assurance    
   that the Council has considered and   
  documented risk in the Strategic Risk 
   Register 
- Scrutinise the process and make reports &  
   recommendations on acceptance of the Risk 
   Management Policy & Strategy 

Quarterly 

-Approve Risk Management Policy & Strategy 
-Determine & prioritise strategic   
  risks 
-Review Strategic Risk Register and 
  monitoring of risks 
-Oversee the annual review of effectiveness of  
  the system of internal Control 
-ensure a corporate approach to the 
  management of risk, health & safety and  
  emergency planning 
 
 

-Ensure all risk assessments are undertaken  
  within the prescribed timeframe.   
-Undertake quarterly horizon scan and review      
of risk and maintain the Directorate risk 
register.  
- Disseminate information from the EMT to 
Heads of Service  

-Initial and ongoing review of project risk in  
 sign off PIDs and progress reporting 
 
-Notify DMT/EMT of any risks that affect the 
  project’s ability to meet corporate objectives 
 

-Work with teams to analyse and manage 
  service risks and record in service risk 
  register. 
-Monitor progress on managing risk and report 
  to the Directorate Management Team 
(Quarterly) 

Quarterly 

Quarterly 

Project Review Groups 

Heads of Service 

Corporate Project Board 

- Work with teams to analyse and manage service 
  risks and record in Service Plans 
-Monitor progress on managing risk and identify  
emerging risks and  report to the Directorate 
Management Team (Quarterly) 

 

EMT 
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5.0  Reporting & Review Framework 
 
The main reporting mechanism will be by use of the Risk Registers.  A risk register form is at Appendix 1. 
Risks, even at a strategic level, do not remain static and therefore the Risk Registers will be regularly 
reviewed and kept up-to-date within the performance framework to remain valid.   
 
DMTs will consider risk no less frequently than quarterly and update their directorate’s risk registers and 
disseminate information from EMT to Heads of Service.  Risks associated with any new initiatives and 
activities will be formally identified, appraised and added to the Risk Register at the appropriate level. 
 
The EMT will receive quarterly updates on progress against the Annual Governance Statement (AGS) 
Action Plan. The annual review of the AGS will be undertaken by the AGS Working Party and reported to 
EMT at the end of each financial year.  The Annual Governance Statement on Internal Control will be 
published with the Final Accounts.  
 
 
6.0 Training and Development 
 
An e-learning module has been launched to ensure that Members, Officers and key Partners have access 
to materials to equip them with the necessary knowledge and skills to: 
 

 Identify and evaluate risks 

 manage the risks involved with their service area 

 develop their understanding of what risk management is 

 understand their responsibilities for managing risks.  
 
Targeted training will be delivered on an ongoing basis. 
 
 
7.0 Measuring our Success 
 
In reviewing this strategy it is vital that we make a judgement about the level of success it has achieved. In 
order to do this, the information in Table 5 below will be considered. 
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Table 5: Measures of Success 
 

 Objective   Measure of Success 

 
1 

 
Help us achieve the Council’s Corporate 
priorities 
 

  
- No negative impact of unidentified risks on 
   delivery of corporate priorities 
 

 
2 
 

 
Integrate risk management into the culture of 
the Authority 

 
 

 
- Completeness of Risk Registers 
- inclusion of risk in reports requiring decisions 
- links to service plans and performance 
  management 

 
3 
 
 

 
Identify, evaluate and manage risk in 
accordance with good practice 

  
- Positive internal and external inspection reports 

 
4 
 
 

 
Anticipate and respond to changing social, 
environmental and legislative requirements 

  
- Enhanced planning and prioritisation 
- Reduction in the number of urgent/ 
  retrospectively applied decisions 
- Reduction in legal challenge 

 
5 
 
 

 
Prevent injury and damage and reduce cost of 
risk 

  
- No increase in number of liability insurance 
  claims paid 
- Cost of Council contribution to insurance claims  

 
6 
 
 

 
Raise awareness of the need for risk 
management in all service areas 

  
- Risk management included in induction and     
  training programme 

 
7 
 
 

 
Mitigate risks 

  
- Reduction in the number of risks colour-coded  
  red against target 

 
8 
 
 

 
Enhance corporate governance of risk 

  
- No deterioration in positive external inspection  
  reports 
- Increase in positive assurance opinions from 
  internal and external audits 

 
9 
 
 

 
Optimising opportunities 

 
 

 
- Successful completion of projects where 
  benefits outweigh the risks 

 
10 

 
Enhance knowledge sharing and learning 
lessons 

 

 
 
- Lessons learnt from incidents/near misses will   
  be reported at EMT meetings 
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AAppendixA 1          

Risk Name & 

Category 

Curr

ent 

statu

s 

Current 

score 

Target 

score 

Current 

v target 

Direct'n 

of travel 

Responsible  What are we 

planning to do 

By when Notes 

1.Compliance 

with the Law 

         

1A Governance          

          

 Impact             

 Likelihood             

1B Regulatory          

          

 Impact             

 Likelihood             

2.Provide 

Services to 

Users 

         

2A Process          

          

 Impact              

 Likelihood              

2B Technology          

          

Impact          

Likelihood          

3.Developing 

Staff/Partners 
         

3A Workforce          

          

 

 Impact              

 Likelihood              

3B Partnerships          
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AAppendixA 1          

Risk Name & 

Category 

Curr

ent 

statu

s 

Current 

score 

Target 

score 

Current 

v target 

Direct'n 

of travel 

Responsible  What are we 

planning to do 

By when Notes 

Impact          

Likelihood          

4.Services 

Represent VFM 
         

4A 

Procurement 
         

          

Impact          

Likelihood          

4B Performance          

          

 Impact              

 Likelihood              

5. Manage 

within Budget 
         

5A Financial          

          

 Impact             

 Likelihood              

5B Business 

Continuity 
         

          

 Impact             

 Likelihood             
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Appendix 2 – Risk Descriptors (Score is highest in any column) 

 
 

Likelihood: Of the risk / hazard occurring Impact: Most probable result or consequence of the risk/hazard occurring  

Likelihood    

 Rating Probability  Description 1 Description 2 

    

Very High 
 
 

5 > 50% More likely to occur than not Regular occurrence. Circumstances frequently 
encountered - daily/weekly/monthly 

High 4 21 – 50% Likely to occur Likely to happen at some point within the next 1-2 years.  
Circumstances occasionally encountered (few times a 
year) 

Medium 
 
 

3 6 – 20% Reasonable chance of occurring Only likely to happen every 3 or more years 

Low 
 
 

2 1 – 5% Unlikely to occur Has happened rarely 

Very Low 
 
 

1 < 1% Will only occur in exceptional circumstances Very low probability / never before 
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Impact: Most probable result or consequence of the risk/hazard occurring 

Impact Impact on:  

Individual  Service Reputation Finance / Budgets 

 Rating     

Very High 5 Death of an individual or 
several people 

Complete loss of services, including several 
important areas of service 
Service Disruption: 5+ Days. 
Service Resource Diversion: Up to 80% 

Adverse and persistent national 
media coverage.  Adverse central 
government response, involving 
(threat of) removal of delegated 
powers.  Officer(s) and/or 
Members forced to resign 

£5m +  
 

High  4 Severe injury to an 
individual or several 
people, requiring 
immediate hospitalisation  

Major loss of an important service area  
Service Disruption: 3-5 Days 
Service Resource Diversion: Up to 60% 

Adverse publicity in 
professional/municipal press, 
affecting perception/standing in 
professional/local government 
community.  

£2.5m - £5m  
 

Medium  3 Injury to an individual, 
requiring immediate 
hospitalisation 

Major effect to an important service area 
Service Disruption: 2-3 Days 
Service Resource Diversion: Up to 40% 

Adverse local publicity/local public 
opinion  

£1m - £2.5m 
 

Low  2 Minor injury to an 
individual or several 
people requiring hospital 
treatment  

Major effect to an important service area for a 
short period  
Service Disruption: 1-2 Days 
Service Resource Diversion: Up to 30% 

Negative local publicity of a 
persistent nature  

£500k - £1m  

Very Low  1 Minor injury to an 
individual requiring 
hospital treatment  

Significant effect to non-crucial service area 
Service Resource Diversion: Less than 20% 

Negative local publicity  
£250k - £500k 

 

 

 

 

 

 

 

 

 

P
age 128



 

   

Page 17 
Risk Management Strategy  – 2017 – 2022 

Appendix 3 – Service Planning Guidance/Example 

 

Key Example Risk Categories 

 

1 Comply with the Law 
Compliance with Constitution (decision making etc), JR, Investigations; Data Breaches: Breach of Statutory Duties; H&S Breach; Poor Inspection 

2 Secure Services to Users 
Lack of Policies/Procedures; Poor Internal Audit; Customer Needs not met; Complaints; Poor Customer Satisfaction; System; System Failure 

3 Developing Staff & Partners 
PES; HR Casework; Employee Relations; Recruitment and Retention issues; Breakdown of Relationships; Conflicting Objectives etc 

4 Services Represent Value for Money 
Non-compliance with/Use of Corporate Procurement Procedures; Contract Monitoring not Ensuring VFM;Accurate, Complete Data; Lack of Objectives 

5 Manage Within Budget 
Budget Overspend; Non-Delivery of Savings; Compliance with Standing Orders/Financial Regulations; Accurate, Complete Data; Lack of records 

 
 
 
 

Risk Name & 
Category 

Risk Likelihood Impact Mitigation 

1.Compliance 
with the Law 

Introduction of new external audit arrangements 
could place additional regulatory demands on the 
service 

4 2 We are in discussion with our new auditor to agree a lighter touch 
audit for the forthcoming year.  As a result, the impact of this risk 
should not be as significant as originally anticipated. 

2.Secure 
Services to 
Users 

Significant legacy data quality issues across the 
service 

4 5 
Additional resource has been identified to undertake data cleansing 
of management information systems.  It is anticipated that this 
exercise will be completed by June 2017. 

3.Developing 
Staff/Partners 

Cultural resistance to change impacts employee 
relations 

3 4 Regular staff communications on Council pressures and changes. 

4.Services 
Represent VFM 

Recent redundancies and loss of expert capacity 
within the team could lead to diminution in service  
 

5 4 
Every effort is being made to reduce key person dependency within 
the service.  These efforts should mean that the impact of 
redundancies will be less severe than would been otherwise. 

5. Manage 
within Budget 

Inability to meet savings and deliver service within 
balanced budget 

4 4 
Robust savings/decision making process.  Monitoring of savings 
implementations. 

Judgement Score 

Very High 5 

High  4 

Medium  3 

Low  2 

Very Low  1 
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Strategic Risk Register – March 2021 

 

Page 1 of 27  

 

Ref  Risk Category – levels 1 & 2  Lead  RAG  Change / Comment  

1  COMPLY WITH THE LAW        

1A  Governance  
1.  Information Governance Failure  CR R Actions and notes updated 

2.  Governance failings implementing service changes  CEO  A  Narrative Updated 

1B  Regulatory  

1.  Non-Compliance with Health & Safety CEO  A Actions and notes updated 

2.  Respond to legislative change  CEO A  Narrative Updated 
 

  3. High levels of poor Air Quality – Renamed Impact of Climate Change COM A Narrative Updated 

2  SECURE SERVI CES  TO USERS       

2A  

  

Process  

  

1.  Adequacy of Internal Control  CR R  Actions updated 

2.  Failure in Child Safeguarding  CYP  R  Narrative updated 

3.  Non-delivery of transformational change  CEO R  Narrative Updated 

4.  Elections not conducted efficiently or effectively  CEO  G  Narrative Updated 

5.  Serious Adult Safeguarding concerns  COM  R  Narrative Updated 

2B  Technology  1.  ICT not fit for purpose/does not meet business needs  CR A Actions and notes updated 

  2. Cyber Security breaches corrupt or locks down systems or data CR R Actions and notes updated 

3  DEVELOP STAF F & P ARTNERS       

3A  Workforce  

1.  Loss of constructive relations  CEO  A  Narrative Updated 

2.  Maintain sufficient management capacity & capability CEO A  Narrative Updated 

3.     Cultural Resistance Impacts Employee Relations CEO R New Risk 

3B  Partnerships  
1.  Multi-agency governance leads to ineffective partnership working  CEO  A  Narrative Updated 

2.  Agree integrated delivery models for local health and care services  COM  A Narrative Updated 

4  SERVICES REP RESE NT VFM       
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Page 2 of 27  

Ref  Risk Category – levels 1 & 2  Lead  RAG  Change / Comment  

4A  Procurement  1.  Failure to manage suppliers and procurement programmes. CR  A  Actions updated 

4B  Performance  1.  Failure to manage performance leads to service failure  CEO  A  Narrative Updated 

5  MANAGE WITHI N BU DGET       

5A  Financial  

1.  Financial failure unable to maintain delivery within balanced budget  CR R  Score reduced and actions updated 

2.  Unforeseen expenditure/loss of income from funding streams  CR  A  Actions updated 

3.  Loss of income - debt collection  CR A  Actions updated 

5B  Bus. Continuity  1.  Failure to contain impacts of emergency  CR  A  Narrative updated 

Covid 2. Contain the impacts of Covid-19 and deliver services CR R Reviewed and unchanged 

  
  

Key 

 

Scoring 

5x5 Likelihood and Impact with 1 Low and 5 High.  See Risk Management Strategy for guidance on assessing impact and likelihood 

 

RAG rating 

 Red 

 Amber 

 Green 

 

Direction of Travel 

 Better 

 Same 

 Worse 
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Ref  Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done & 
source of assurance  

What are we planning to 
do  

By when  

1.  Comply with the Law:   A.  Governance         
1.A.1  Information 

Governance  
failure  

 
 
 
 
  

16 8    
 
 
 

Executive 
Director for 
Corporate 
Resources 

Staff training 
modules developed  

  
Established 
policy framework  

  
Information Governance 
Board in place   
  
Information asset and 
security environment 
audits undertaken  
  
Regular EMT briefings - 
Director has been invited 
to and will attend EMT 
with an update on IG 
work and activities  
 
New SIRO and MD of 
shared service briefed 
and aware of 
past vulnerabilities  

 

 Roll out mandatory online 
information governance 
and security training for 
all staff  

 
 Implement 

audit recommendations   
 
 

 Complete transfer of the 
IG function to ITDS and 
review staff structures, 
processes and technology 
capabilities  
 

 

 

Dec 21 
(slipped 
Dec 20) 
 
 
Jun 21 
(slipped 
Dec 20_ 
 
 
Sep 21 
(slipped 
Dec 20) 
 

   Impact    4 4                

   Likelihood    4 2                
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Ref  Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of 

travel  

Responsible   What have we done & 
source of assurance 

What are we planning 
to do  

By when  

1.  Comply with the Law:   A.  Governance         
1.A.2  Governance  

(opportunities  
and threats) in 
the 
implementation  
of service 
changes 

 
 
 

8 8   
 
 

 
 

Director of 
Law, 
Governance 
and HR 

• Corporate Strategy to 

2022 adopted 

• Implementation of 

21/22 service changes 

in line with Budget to 

live within financial 

limits.  

 

Organised 
 

        • Member and Director 

finance training 

delivered and 

additional budget 

briefing sessions 

organised .This will 

continue for future 

years 

• Readying the 

organisation for end of 

lockdown following 

Government’s 

roadmap,  Planning for 

“recovery” is taking 

shape, aligned with 

London Recovery 

Board and missions 

 

April 12th;May 
17th and June 
21st, all subject 
to review by 
Govt 

        • 21/22 budget agreed 

by Council following a 

new, themed 

approach  

 

  

        • New corporate 

programme 

management office 

established to ensure 

consistent approach 

to major programme 

and projects with grip 

and delivery central 

elements. 

  

   Impact    4  4             

   Likelihood    2 2            
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Ref  Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done & 
source of assurance 

What are we planning to 
do  

By when  

1.  Comply with the Law:   B.  Regulatory         
1.B.1  Non-

compliance 

with Health & 

Safety  
Legislation   
  
   

 
 

12 6     
 

Chief  
Executive  

• Corporate H&S 

manual. 

 

• Regular prog. of 

audits reported to 

H&S Cttee  

 

• Directorate H&S 

Working Group 

meets quarterly with 

representation from 

across all divisions 

and reports to 

Unions 

 

• Full H&S programme 

of training available. 
 

• H&S guidance is 

updated and staff 

briefed when working 

practices change 
 

• Monitor OH referrals  
 

• All DMTs reviewed 

annual self-

assessments, 

incidents and audits 
 

• Review approach to 
tree risk 
assessments and 
related work 
programme 

 
• Undertake a review of 

how H&S is currently 
managed and recruit and 
adjust accordingly,  This 
will cover: 

- Operational 
- Assets (inc PO     
Handbook) 
- Staff welfare 
 

 Implement changes to 
H&S governance as part 
of Corporate Resources 
Finance Review 
consultation  

 
 

• H&S Board monitoring 
progress with fire risk 
works and statutory & 
planned building 
maintenance works 
 

• Reviewing revisions to 
service H&S risks for 
assessments impact  of 
Covid risks 

 
 

 
Done  
Review as 
part of 
service 
planning 
2021. 
 
 
 
 
Sept 21 
 
 
 
 
 
 
Quarterly 
Next 
meeting 
Jul 21 
 
 
For the 
duration 
of the 
Covid 
response 

   Impact    4  3                

   Likelihood    3 2                
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Ref  Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done & 
source of assurance 

What are we planning to 
do  

By when  

1.  Comply with the Law:   B.  Regulatory         
1.B.2  Failure to 

anticipate and 
respond 
appropriately 
to legislative 
change  

 
  

8  8  
 

 
 

Director of 
Law, 
Governance 
and HR 

 Keeping up to date 

and engaged with 

relevant professional 

bodies and 

government 

departments 

• If appropriate to provide 
reports to Council on 
changes necessary to 
reflect legislation. 
 

 Ongoing -  

        • Data observatory 
established 

 

• Responding to Govt 

consultations and 

lobbying in various areas 

of political change 
 

 

         Regular policy 

briefings prepared 

for review and to aid 

insight 

 Update relevant 
documents to reflect 
legislative changes; 
provide training on any 
new legislative 
arrangements 

 

 Impact  4 4       

 Likelihood  2 2       
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Ref  Risk  Current 
status  

Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we 
done & source of 
assurance 

What are we planning 
to do  

By when  

1.  Comply with the Law:   B.  Regulatory        
1.B.3 Impact of climate 

change (e.g. air quality, 

extreme weather, 

flooding, compliance 

with new 

requirements/standards 

for service delivery). 

 
 

12 6    
 

Executive Director 

for HRPR  
• Climate 

Emergency 
Strategic Action 
Plan published 
2020, update 
approved by 
Mayor and 
Cabinet in 
March 2021 

 
• Continuing to 

work with Air 
Quality 
Management 
Area Plan and 
London, 
National and 
European 
strategies to 
improve Air 
Quality. 

 
• Borough 

Resilience 
Forum has 
produced a 
Multi-Agency 
Flood Plan and 
held a flooding 
exercise in April 
2021. 
 

• Strategic Air 
Quality Board 
quarterly. 
 

• Acton Plan to be 
reviewed annually by 
Sustainable 
Development and 
M&C  

 
• Lobbying 

Government and 
other for resources 
to deliver on the 
Climate Emergency 
Action Plan 
 

• Update the 
Borough’s Flood 
Risk Management 
Strategy and ensure 
Business Continuity 
Plans address 
service flood risks. 

 
 
• Consult on new Air 

Quality Management 
Strategy 

 
Q3 21/22  
Q4 21/22 
 
 
 
 
Ongoing 
 
 
 
 
 
Q3 21/22 
 
 
 
 
 
 
 
 
Q2 21/22 
 
 
 
 
 

 Impact    4 3            

  Likelihood    3 2            
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Ref  Risk  Current 
status  

Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done 
& source of 
assurance 

What are we planning to do  By when  

2.  Secure Services to Users:   A.  Process         
2.A.1  Adequacy of  

Internal  
Control 
Framework 

 16 8    
 

Executive 

Director for 

Corporate 

Resources 

 

 

• Internal audit, risk 

& anti-fraud work –  

 

• Anti-fraud, Anti-

money laundering, 

whistle blowing 

policies and hot 

lines in place 

 

• Annual National 

Fraud Initiative 

(NFI) & data 

matching  

 

• Coordination/ joint 

working with 

central Govt. 

agencies (DWP, 

HMRC, BA), LH 

and other local 

housing providers.  

 

• Quarterly reports to 

Exec Directors, 

ICB, Audit Panel 

monitoring trends & 

progress  
 
• Implemented 

various phases of 
Oracle project -  
Finance, PBCS, 
payroll and self-
service live. 

 
• Next phase to get wider 

business improvements 
from Oracle to realise 
benefits of investment – 
HR PID and related 
finance dashboards to be 
built being finalised.  Then 
project to be put into action 

 
 
• Improvement plan for 

Liquid Logic (LAS/LCS and 
Controc) system and 
processes for CSC and 
ASC, aligned with service 
operating models and 
procedures.  Systems live, 
project now monitoring 
BAU is stable before 
closing off in Jul 21 

 
• Internal Audit focussed 

ensuring recommendations 
implemented and on core 
financial audits for 21/22 
and 21/22 plan agreed 

 
 

• Counter fraud work 
focused on Covid grant 
assurance and data 
matching - ongoing 

 

 
Jun 21 
 
 
 
 
 
 
 
 
 
On track 
Next 
milestone  
Jun 21 
 
 
 
 
 
 
 
Done 
Apr 21 
Next 
update 
Jun 21 
 
 
Next 
milestone 
Jun 21 

   Impact    4  4                

   Likelihood    4  2                
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Risk Name & 

Category 

 Current 

score 

Target 

score 

Current v 

target 

Direct'n 

of travel 

Responsible  What have we done & 

source of Assurance 

What are we planning to do By when 

FAILURE IN 

CHILD 

SAFEGUARDING 

 

 25 20   ED CYP (PG) 

Dir. CSC (LH) 

 

 All cases risk 

assessed  

 Thresholds for 

access to services 

linked to statutory 

requirements 

 LCS system 

redesigned to 

improve recording 

and management 

oversight 

 Virtual visiting 

introduced during 

lockdown but 

service has moved 

back to face to face 

visits 

 Operational 

procedures revised 

 Weekly critical 

safety panel 

created to review 

performance 

 Quality assurance 

and performance 

framework in place 

to monitor practice. 

 Improvement Programme 2018/19 

- 2021/22 to drive up quality of 

practice to be consistently good.  

 

 Strengthen performance 

framework 

 

 Workforce Development strategy 

under development to strengthen 

recruitment, retention and training 

permanent workforce 

 

 Re-launch of supervision policy to 

strengthen risk management 

 

 

 Child Exploitation Strategy under 

development in the Safeguarding 

Partnership to manage risk to 

young people in the community 

 

 Corporate Parenting strategy 

agreed to ensure there are 

appropriate services for children in 

care and care leavers – being 

shared with other Council services 

and partners so that they are also 

aware of their responsibilities 

 

April 2022 

On track 

Through 2021 

 

To be launched 

Feb 2021 

 

 

To be launched 

Feb 2021 

 

 

To be launched 

Apr 202 

 

To be launched 

Apr 2021 

 

 IMPACT  5 5          

 LIKELIHOOD  5 4          
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Ref  Risk  Current 
status  

Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done 
& source of 
assurance 

What are we planning 
to do  

By when  

2.  Secure Services to Users:   A.  Process         
2.A.3  Strategic  

programme to 
develop and 
implement 
transformation 
change does 
not deliver  

 15  10   
  

  Assistant 
Chief Exec 

 Assistant Chief 
Executive 
appointed 
 

  Develop an 
Organisational 
Development Strategy. 

 
 

Reviewed 
and agreed 
at EMT by 
July 2021 
 

         Directorate PMO 
support in place 
initially to support 
delivery of cuts 
and then service 
transformation. 

 

 Build focus and 
capacity to develop 
and implement 
change 

 

         Restructure 
underway to build 
Head of Service 
capacity focused 
on delivery of 
transformation and 
change, in addition 
to PMO 

 

 EMT strategic change 
board receives reports 
regularly on progress 
against milestones 
and OKRs 

 

New 
structure 
implemented 
by June 
2021 

         Strategic 
programmes and 
projects agreed 
along with new 
governance 
structure 

 

 Ongoing 

         New strategic 
change board 
arrangements in 
place and 
operational, and 
making a positive 
impact 

  

  Impact    5  5             

  Likelihood    3  2             
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Ref  Risk  Current 
status  

Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done 
& source of 
assurance 

What are we planning 
to do  

By when  

2.A.4  Elections not 
conducted in 
line with law 
 

 

 
 

5 4   
 

 
 

Returning 
Officer 
 
Director of 
Law, 
Governance 
and HR 
 
Head of 
Elections  

 Preparing for 
London Mayoral 
and Assembly 
elections in May 
2021 to be run in a 
Covid secure 
manner 

 

 Deliver Covid safe 
elections 2021 
 

 
 
 

6th 
May2021  
 
 

 

         Acting on 
Directions from 
GLRO 

 

Implement Boundary 
Commission changes 
once confirmed 

 

         Preparing for four 
by elections May 
2021 to be run in a 
Covid secure 
manner 

 

  

         Overall project plan 
on track and in line 
with milestones 
currently 

 

  

         Extensive staff 
training and 
engagement 

 

  

         Census 
completed, 
awaiting feedback 
on completion 
rates. Widespread 
comms 
undertaken to 
drive up 
completion rates 

  

   Impact   5 4               

   Likelihood   1 1               
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Ref  Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we 
done & source of 
assurance 

What are we planning to 
do  

By when  

2.  Secure Services to Users:   A.   Process         
2.A.5  Serious Adult 

Safeguarding 

Concerns  
 

 20  20  
 

 
 

Executive 

Director for  
Community  
Services  

• Regular reports 
to the LSAB. 

 
• Case audits by 

management. 

 
• Monitoring 

through 
Performance 
DMT. 

• Safeguarding 
processes are being 
reviewed throughout 
operational and 
provider services and 
partner organisations.   

 
• Safeguarding 

performance is 
scrutinised by the 
LSAB and DMT.  
Cases that meet the 
threshold for a 
statutory safeguarding 
audit review are 
referred to the 
Safeguarding adult 
review board that 
meets monthly. 

 
• Deprivation of Liberty 

Safeguards 
applications continue 
to rise.  To mitigate the 
risk of legal challenge 
for unauthorised 
detentions community 
DOLS are being 
processed on time and 
COP applications 
made. 

 
• New system Liberty 

Protection safeguards 
will be implemented in 
April 2022 now that 
government legal sign 
off process has been 
completed. 

 

Oct 20 
slipped to 
May 2021 
 
 
 
 
Monthly 
DMT 
monitoring. 
 
LSAB meets 
quarterly 
and SAR 
meets 
monthly. 
Monthly QA 
sessions in 
place to 
monitor 
practice 
trends and 
quality 
provision. 
 
Monthly 
reviews to 
monitor 
practice 
trends 
 
 
 
April 2022 
 
 
 
 
 
 
 
Quarterly 

P
age 142



Strategic Risk Register – March 2021 

 

Page 13 of 27  

• Task and Finish Group 
in place to monitor all 
actions from DHR’s 

 
• These are reviewed at 

Safeguarding Boards 
and Safer Lewisham 
Partnership 

 
• 1 x new DHR’s has 

begun. 

 
 
 
Reviewed in 
March 
annually 

  Impact    5  5            
 Likelihood  4 4       
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Ref  Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done 
& source of 
assurance 

What are we planning to 
do  

By when  

2.  Secure Services to Users:   B.   Technology        
2.B.1 ICT 

infrastructure  
is not fit for  
purpose 

and/or does 

not meet 

business 

needs (2) 

 
 

12 6   
 

Executive 

Director for  
Corporate  
Resources 

Directorate 
participation 
in corporate PMO 
arrangements 
being introduced  
  
Review business 
continuity plans with 
emergency 
planning team  

  
Key line of business 
systems include:  

Academy – revs & 
bens  
Ash – income 
collection  
Go Place – 
asset register  
Oracle – fin, HR, & 
payroll  
PBCS – oracle 
budget tool  
LCS/LAS and 
Controc - social 
care  
Icasework - 
customer serv.  
Microsoft office 
suite – all services 

   
 

 Working with newly 
formed PMO in CX 
Directorate to ensure 
technology elements of 
change projects is 
aligned to objectives.  

 
 Specific risk around 

Registrars running Lotus 
Notes – being replaced 
with RAFTS  

 
 Specific Risk around 

planning system which 
is obsolete and not 
optimised for running 
on modern infrastructure 

 
  

 

Ongoing 
 
 
 
 
 
 
Sep 21 
(slipped 
Mar 21) 
 
 
Not known   

 Impact    4  3            

  Likelihood    3 2            
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Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done & 
source of assurance 

What are we planning to 
do  

By when  

2.  Secure Services to Users:   B.   
Technology 

       

2.B.2 Cyber 

Security 

breaches 

corrupt or 

locks down 

Council 

systems or 

data. 

 15 5   
 

Executive 

Director for  
Corporate  
Resources  

External independent 
reviews of security 
arrangements and 
practices  

  
Documented systems to 
support PSN compliance   
  
24 hour Security 
surveillance implemented  
  
Local network remediated 
and vulnerabilities 
removed.  
  
Legacy 2003 servers 
removed from estate  
  
Improved controls 
implemented around 
administrator 
level access  
  
Cyber strategy and cyber 
response policy approved 
by EMT  
  
Offline back-
ups delivered  

SICTS infrastructure plan 
to be funded in budget 
planning going forward  
 

 

 Detailed programme of 
work to address security 
audit recommendations  

 

 
 Shared service to 

develop and test disaster 
recovery plan – delayed 
due to delivery of back-
ups 

 
 Gain approval for a 

formal cyber response 
policy  

 
 Sign off Cyber Strategy  

 
 Secure funding to 

implement off line back 
ups strategy in line with 
NCSC recommendations  

 
 Move to cloud 

based authentication 
trough MS365 project  

 
 Scope and secure 

funding for an 
Applications and 
Data Security project  
 
 

 

Done 
Dec 20 
(slipped 
Sep 19) 

 
 
Sep 21 
(slipped 
Mar 20) 
 
 
 
Done 
 
 
 
Done 
 
Done 
 
 
 
 
Sep 21 
(slipped 
Mar 21) 
 
Sep 21 
(slipped 
Mar 21) 

 Impact    5 5            

  Likelihood    3 1            
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Ref Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done & 
source of assurance 

What are we planning to do  By when  

3.  Develop Staff and Partners:   A.  Workforce         
3.A.1  Loss of 

constructive 

employee  
relations   

 
 

9 6   
 

 
 

Head of HR  • Refreshed people 

management 

framework in the 

light of Covid 19 

 Continue to run regular 

Pulse surveys for staff 

 

Ongoing 
 

        • Continued employee 

assistance 

programme 

 Review key HR policies to 

ensure they are fit for 

purpose and reflective of a 

modern, agile workforce. 
 

Completed 
by 
September 
2021 
 

        • Extended Union 

engagement  

 
 

 Refreshing Directorate 

Consultative Committees 

with Trade Unions 
 

By October 
2021 
 

        • Launched Pulse 

surveys across a 

diagonal slice of 

staff 
 

 Works Council to be 

reinstated 
 

By October 
2021 
 

         Established and 
strengthened staff 
networks across the 
organisation 

 Review the timing of the 

next Staff Survey 
 

By August 
2021 

   Impact    3  3                 

   Likelihood    3 2                
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Ref  Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of 

travel  

Responsible   What have we done 
& source of 
assurance 

What are we planning to do  By when  

3.  Develop Staff and Partners:   A.  Workforce         
3.A.2  Failure to 

maintain  
sufficient  
management 

capacity & 

capability to 

deliver business 

as usual and 

implement 

transformation 

changes  

 
 

12 6   
 

Chief  
Executive  

• All EMT posts 

filled with 

permanent 

appointments  
 

• All Director level 

posts appointed to 

permanently with 

start dates 

agreed. 

• Complete further 
transformational  service 
changes and recruit as 
appropriate 
 

 Additional spend and 
recruitment controls remain 
in place 
 
 

Ongoing 
 
 
 
 
Ongoing 
Next review 
June21 
 
 
  

   Impact    4 3             

  Likelihood    3  2             
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Ref Risk Current 

status 

Current 

score 

Target 

score 

Current 

v target 
Direct'n 

of travel 

Responsible  What have we done & 

source of assurance 

What are we planning to do By when 

3.A.3 Cultural 

resistance to 

change 

negatively 

impacting 

employee 

relations 



 

25 12 

 



 

 

ACE and 

Head of HR 

 Regular staff and 

manager communications 

from CEX on Council 

direction 

 Together Lewisham staff 

staff engagement network 

empowering employee 

voice and opportunities 

for staff to influence and 

shape future direction 

and new initiatives 
 

 Leading together 

Lewisham – all manager 

engagement on council 

priorities and direction of 

travel and expectations. 

Providing opportunity for 

managers to engage and 

give feedback 

 Staff pulse surveys 

conducted to gain insight 

on how staff feel about 

new initiatives  

 SLT engagement and 

opportunity to feedback 

and shape initiatives  

 New appraisal process 

launched 

  

 Training for managers on managing 

and leading through change 

 Outplacement support package for 

staff 

 Roll out further ‘leading together 

Lewisham’ events to continue 

engagement with managers and 

disseminate key messages 

 Learning support for managers and 

staff on how to lead remote teams and 

how to work remotely   

 Continue to work with TU colleagues 

to develop/improve working 

relationships 

 Re-establish regular engagement 

forums with TU colleagues e.g. works 

Council, Directorate Consultative 

Committee to discuss future initiatives 

and gain feedback from them 

 People Management strategy to 

support OD plan 

 Manager induction programme 

 Introduce key courses for managers 

that are made mandatory 

 All staff transformation/restructures 

programmes should be accompanied 

by a learning and development plan to 

support transition to new structure and 

staff development 

 

Ongoing  

 

June 2021 

 

 

ongoing 

 

 

 

June 2021 

 

August 2021 

 

June 2021 

August 2021 

Ongoing  

  Impact  5 4           

  Likelihood  5 3           
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Ref  Risk  Current 
status  

Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of 

travel  

Responsible   What have we done & 
source of assurance 

What are we planning to do  By when  

3.  Develop Staff and Partners:   B.  Partnerships        
3.B.1 Multi-agency 

governance 
leads to 
ineffective 
partnership 
working  
 
- (See also 3.B.2 

Health) 

 
 

8 4   
 

EMT • Regular meetings 

and liaison in place 

between Council and 

key 

partners/stakeholders 

Met Police; VCS; 

LFB; TfL; Lewisham 

Homes; Registered 

Providers; OfSTED; 

schools/FE; etc. 

 

• Continue regular meetings 

and liaison in place 

between Council and key 

partners/stakeholders 

Met Police; VCS; LFB; TfL; 

Lewisham Homes; 

Registered Providers; 

OfSTED; schools/FE; etc  

 

Ongoing 
 

        • Ongoing strategic 

partnership boards in 

place and actively 

supported and 

engaged with 

• Developing place based 

recovery plans in 

partnership with anchor 

institutions/key 

partners/stakeholders. 

 

         • Continue with ongoing 

strategic partnership 

boards 

 

 

   Impact    4 4           

  Likelihood    2 1           
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Ref  Risk  Current 
status  

Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of 

travel  

Responsible   What have we done & 
source of assurance 

What are we planning 
to do  

By when  

 

3.B.2  Failure to 
agree with 
partners 
integrated 
delivery 
models for 
local health 
and care 
services  

 
 

12 4     
 

Executive  
Director  
Community  
Services  

• Partnerships in place 

across health and 

social care. 

 

•  Monitoring of 

initiatives takes place 

via DMT, S75 Board 

and HWBB. 

 
• Integration planning 

continues with new 

joint posts agreed and 

recruited 

 

• Developed the 

strategic 

commissioning 

function. 

 

• Care at home 

leadership group has 

now been established. 

 

• .Whole system 

recovery plan has 

been developed 

 

 

 

• Implement new joint 

H&SC governance 

working arrangements 

 

• Review holistic 

approach for grant 

funding 

CEO leading work to 

agree place based 

joint working 

arrangement for LBL 

and CCG / NHS 

various milestones. 

New Strategic Plan 

with partners 

required. 

 

• Proposals for 

Commissioning 

Alliance and provider 

alliances are being 

developed. 

 

• Continue to develop 

the Lewisham Health 

& Care partnership 

alliance arrangements 

whole system change. 

 

• Work with providers to 

develop an 

operational model for 

Care at Home and 

Adult Mental Health 

 

ongoing 
 
 
 
 
June 20 Done 
as part of cuts 
proposals.  
Next step is 
implementation 
in 2021/22 
 
 
 
 
 
 
 
 
Ongoing 
 
 
 
 
 
 
Monthly by Lewisham 
Health & Care Partners 
Board 
 
 
 
Jan 21 
 

  Impact    4 2             

  Likelihood    3 2             
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Risk Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of 

travel  

Responsible   What have we done & 
source of assurance 

What are we planning to 
do  

By when  

4.  Develop Staff and Partners:   A.  
Procurement  

       

4.A.1  Failure to  
manage  
strategic 
suppliers 
and related 
procurement 
programmes.  
(13)  

 
  

12  6     Executive  
Director for  
Corporate 
Resources 

• Published work on 
community wealth 
building as part of 
inclusive growth 
strategy development 
 

• Growth in service for 
additional x2 posts 

 
• Rolled out quarterly 

procurement training 
courses for all 
appropriate officers 
 

• Fees and charges 
report published in 
20/21 
 

• Current years Social 
Value report was 
published in Aug 20 

 

 
• Next step is to build a 

contract management 
tool kit for officers 
 

• Build a contract 
management  
dashboard 

 
• Fees & Charges work 

for 21/22 budget  
 

• Work on memorandum 
trading accounts for 
priority services re 
commercial work 

 
 
• Extend contract 

management training 
for all procurement and 
contract managers to 
embed use of toolkit 
and dashboard 
reporting 
 

 
 

 
Done 
Apr 21 
 
 
Done 
Mar 21 
 
 
Done 
Feb 21. 
 
Slipped 
due to 
Covid 
Next Sep 
21 
 
Next 
Sep 21 

  Impact    4  3             

  Likelihood    3  2             
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Ref  Risk  Current 
status  

Current 
score  

Target 
score  

Curren
t v 

target  

Direct'
n of 

travel  

Responsibl
e   

What have we done & source 
of assurance 

What are we planning to 
do  

By when  

4.  Services Represent VFM:   A.  
Performance  

       

4.B.1  Failure to  
manage 
performanc
e leads to 
service 
failure  

 
 

12  4     Chief  
Executive  

 Transferred reporting of risk to 
Audit Panel  
 

 
 

 Continue to embed 
the programme and 
project management 
approach across the 
Council 

 

TBC 

         Director sessions, as part of 
Senior Leadership Team (SLT) 
held regularly to improve 
alignment, embed 
collaborative working, help 
shape new policies and ways 
of working and  monitor key 
service activity, forecasts etc 

 

 Continue to embed 
the culture of 
manager’s being 
responsible for 
gripping their budgets 
and for delivery of 
agreed savings 

 

 

         Good collaborative work, and 
a One Council approach, 
evidenced during response to 
Cvoid19 and through themed 
approach to budget 21/22 
development 

  

         Following creation of a single 
corporate policy and 
performance team, service 
data & performance priorities 
have been revisited and 
updated performance reports 
are being reported to EMT 
regularly 

  

   Impact    3  2                

  Likelihood    4  2                
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Ref  Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done 
& source of 
assurance 

What are we planning to 
do  

By when  

5.  Manage within Budget:   A.  Financial         
5.A.1  Financial 

Failure and 

inability to 

maintain 

service 

delivery  
within a 
balanced 
budget  

 25 4    Executive  
Director for  
Corporate 
Resources  

Audited financial 
statement and VFM 
– unqualified 
 
MTFS, regular 
monitoring of 
reserves and 
provisions, and 
balanced budget 
 
Financial planning 
addresses historic 
pressures, 
emerging demand / 
costs, and cuts 
needed in future 
years. 
 
Financial planning 
considers 
commitments 
across collection 
fund, general fund, 
schools, housing, 
pension fund, and 
capital plans 
 

 

 Agree 21/22 budget 
with cuts identified 
and pressures funded 
to set realistic service 
baselines and 
manage reserves 
position for 
uncertainty 

 
 

 Review MTFS and 
treasury plans with 
updated capital 
strategy 
 

 Monitor local 
government finance 
changes – covid and 
spending review – to 
ensure changes 
required are made in 
good time 

 

 PMO/EMT to monitor 
cuts are implemented 
as agreed or 
alternatives found to 
keep budget 
balanced 

 

 Unwind Covid funding 
from BAU service 
delivery to ensure 
budget remains 
balanced through 
recovery work 

 

 
Done 
Mar 21 
 
 
 
 
 
 
 
 
 
Jul 21 
 
 
 
 
Ongoing 
Next 
update  
Jul 21 
 
 
 
 
Next 
update  
Jun 21 
 
 
 
 
Sept 21 

   Impact     5  4               

   Likelihood    4 1                
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Ref  Risk  Current 

status  
Current 
score  

Target 
score  

Current 
v target  

Direct'n 
of travel  

Responsible   What have we done 
& source of 
assurance 

What are we planning to 
do  

By when  

5.  Manage within Budget:   A.  Financial         
5.A.2  Lack of 

provision for 

unforeseen 

expenditure 

or loss of 

income in 

respect of  
Council’s  
liabilities 
or funding 
streams 

 
  

12 6    Executive  
Director for  
Corporate 
Resources 

 Pension Fund 
triennial actuarial 
valuation 
underway 
 

 Annual review of 
insurance 
provisions and 
claims 
 

 Provision and 
Reserves strategy 
regularly reviewed 
to support 
monitoring and 
medium term 
financial planning 
positions 
 

 Monitor and 
contribute to 
consultations on 
future of local 
government 
finance 

 Prepare for Business 
Rates devolution – now 
on hold and London 
pool stopped  
 
 
 
 

 Implement investments 
strategy following the 
Pension Fund valuation 

 

 Assess impact of LGFS 
following the 
Chancellor’s Autumn 
Budget. CSR & FFR 
with Autumn 
Chancellor’s budget. 

 

 Review bad debt 
provisions and write 
offs required post 
Covid to ensure return 
to effective income 
collection part of 
recovery planning – 
part of accounts 

 
 

 
  

 

As per 
Gov’t 
timetable 
that has 
been 
delayed  
  
 
Jun 21 
 
 
 
Done 
Feb 21 
 
 
 
 
 
Next 
Jul 21 

   Impact    4  3                

   Likelihood    3 2                
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Ref  Risk  Current 
status  

Current 
score  

Target 
score  

Current 
v target  

Direct'
n of 

travel  

Responsibl
e   

What have we done & 
source of assurance 

What are we planning to 
do  

By 
when  

5.  Manage within Budget:   A.  Financial         
5.A.3 Loss of 

Income 
to the 
Council 
– Failure 
to collect 
debt 

 
 

12   9  
 

 
 Executive 

Director for 
Corporate 
Resources 

 ASC charging now all 
on latest policy.  All 
financial assessments 
re-done.   
 

 Ash review for sundry 
debt concluded to 
move with a manual 
solution to: 
o Avoid more IT risk 

& time 

o Have immediate 

impact 

o Realise Oracle & 

Controcc benefits 

 
 Additional resource 

into debt collection 
team for support 
improved collection 
rates 
 

 For 20/21 and into 
21/22 due to impact of 
Covid-19 focused on 
monitoring of income 
collection positons for 
all types of debt. 

 

 

 ASC review of process 
and systems for 
charging and 
improvement 
programme business 
case agreed and 
presently being 
scoped. 
 

 Implement auto-
charging through 
Controcc along with 
LAS system reset work 
 

 Review Collection 
Fund debt collection 
processes to improve 
performance as part of 
recovery work 

 
Done 
Apr 21  
 
 
 
 
 
 
 
Done 
Mar 21 
 
 
 
 
Next 
Jul 21 
 
 

   Impact    3 3                

   Likelihood    4 1               
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Ref  Risk  Current 
status  

Current 
score  

Target 
score  

Current 
v target  

Direct'
n of 

travel  

Responsib
le   

What have we done & 
source of assurance 

What are we planning 
to do  

By when  

5.Manage within Budget: B. Emergency Planning and 
Business Continuity  

      

5.B.1 Failure to 
effectively 
contain the 
impacts of 
an 
emergency  
affecting the 
public, 
business, 
environmen
t and/or 
organisation 
 

 
  

10  8    Executive 
Director  
Corporate  
Resources  

 On-call Emergency 
Planning rota 

 Ongoing Training of all 
on-call staff 

 London wide 
standardised training 
packages  ensure 
consistency and 
reassurance if mutual 
aid is required 

 Business Continuity 
Management 
Programme runs on 
annual basis 

 Provide assurance of 
our capability though 
the Resilience 
Standards for London 

 Borough Resilience 
Forum meets 4 times a 
year to maintain an 
overview of the 
Borough risks and to 
maintain partnership 
working 

 Maintain the Borough 
risk register 

 Maintain and review 
lessons learned 
document for all 
incidents both internal 
external and COVID 
related 

Current Covid response 
has put the Council on an 
incident response footing 
since Mar 20.  Planned 
regular exercise are 
being tested through 
various lived examples.  
This continues with 
present lockdown 
restrictions and include: 
 

 Run a Council 
Emergency Planning  
exercise annually 
 

 Run an internal 
Business Continuity 
Exercise annually 
 

 Provide table top 
exercises on BC and 
Emergency Planning 
throughout the year 
Run exercises around 
key risk themes 
through Borough 
Resilience Forum  

Ongoing  
 
 
 
 
 
 
 
 
 
 
Ongoing to 
inform future 
planning 

   Impact    5  4                

   Likelihood    2  2                
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Ref  Risk  Current 
status  

Current 
score  

Target 
score  

Current 
v target  

Direct'
n of 

travel  

Responsib
le   

What have we done & 
source of assurance 

What are we planning 
to do  

By when  

COVID- 19 Overall Risk       
5.B.2 Failure to 

effectively 
contain the 
impacts of 
Covid-19 and 
deliver 
services 

 
  

20 16   Covid Gold 
Officer/ 
Chief 
Executive  

 Response strategy and 
objectives. 

 Covid risk register identifies 
key areas of concern and 
responsibilities 

 Multi-agency partnership 
working following a 
command and control 
structure.  

 Sub groups established to 
deal effectively with key 
areas of response 

 Service priorities determined 
to support the critical 
functions of the council 

  Support to critical functions 
from non-critical services to 
through the Covid Action 
Team.  

 Community Champions 
programme established to 
ensure communications are 
effectively reaching all areas 
of the community 

 Communications strategy in 
place 

 Situation reporting internally 
and externally to ensure 
resilience in the response 
and to provide an overview 
across London  

 Address any changes to 
legislation and guidance 

 Targeted testing for 
identified critical key 
workers to limit the impacts. 

 Provide support to the 
Vaccination  Programme 

 Continue to monitor 
impact on services 
and respond to any 
lack of resources. 
 

 Groups to continue to 
operate on regular 
basis  
 

 Continue to respond 
to changes in 
guidance and 
legislation 
 

 Continue to provide 
support to staff and 
residents through 
services and 
communications 
 

 Improve compliance 
on restrictions 
through revised 
enforcement 
approach  

 

 Review likely 
expectations for 
Council to provide 
longer term public 
health services – e.g. 
in support of track 
and trace and 
vaccinations 
 

 
Ongoing 
– with 
engagem
ent of 
Members 
and 
Senior 
Leadershi
p Team  
 

   Impact    5  4                

   Likelihood    4 4               
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AUDIT PANEL 
 

Report Title 
 

Exclusion of the Press and Public 

Key Decision 
 

  Item No. 11 

Ward 
 

 

Contributors 
 

Chief Executive 

Class 
 

Part 1 Date: 23 June 2021 

 
 
 

Recommendation 
 

 It is recommended that under Section 100(A)(4) of the Local Government Act 1972, 
the press and public be excluded from the meeting for the following items of business 
on the grounds that they involve the likely disclosure of exempt information as defined 
in paragraphs 3, 4 and 5 of Part 1 of Schedule 12(A) of the Act, as amended by the 
Local Authorities (Executive Arrangements) (Access to Information) (Amendments) 
(England) Regulations 2006 and the public interest in maintaining the exemption 
outweighs the public interest in disclosing the information:- 

 
10. Closed Minutes 

Page 158

Agenda Item 11


	Agenda
	1 Election of Chair and Vice Chair
	2 Declarations of Interest
	3 Minutes
	4 External Audit - 2020/21 Audit Plan
	LB Lewisham Audit Plan to client

	5 Progress on 2019/20 External Audit Action Plan
	Appendix A - ActionPlan(Main)_230621
	Appendix B - Action Plan(Oracle and General IT)_230621
	Appendix C - ActionPlan(PF)_230621

	6 Counter Fraud Annual Report
	7 Internal audit annual report for 2020/21
	8 Internal audit plan and progress report for 2021/22
	9 Strategic Risk Register
	2. Risk Management Strategy 2017.22
	3. Strategic Risk Register Jan to Mar 21 Audit Panel

	11 Exclusion of Press and Public

